
PA DSS and what it means 
to you and your customers

Turning risk into reward
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- March 2008 Global Compromise Statistics – review of 350 merchant breaches by 
industry leading security firm Trustwave

92% of all compromised merchants were Level 4, 
according to a recent study
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Security Mandate Basics

• PCI SSC
– Payment Card Industry Security Standards Council

– Founded by 5 major card associations

– Establishes security guidelines

– Card associations responsible for enforcement

• Predominant mandates guiding POS terminal, 
transaction, and merchant data security

– PCI DSS – Payment Card Industry Data Security Standard

– PA DSS – Payment Application Data Security Standard

– PCI PED – Payment Card Industry PIN Entry Device

– PTS - MasterCard Point of Sale Payment Transaction Security



PCI PED
PCI DSS

PTS

PCI DSSPA DSS

The Security PuzzleThe Security Puzzle



The Primary Account Number (PAN) is 

 the defining factor in the applicability of 

 PCI DSS requirements and PA‐DSS.  If 

 the PAN is not

 

stored, processed, or

 transmitted, PCI DSS and PA‐DSS do not 

 apply.
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Said another way:

All payment acceptance devices process 

 and

 

transmit PAN data, and must be 

 proven to not store PAN data. 

 Therefore PCI DSS and PA‐DSS does

 apply.

Result:  Merchant solutions involving POS 

 terminals/payment applications do not get a free pass.
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How does this impact stand-alone terminals?

(2)

 

The terminals have connection to any of 

 the merchant’s systems or networks 

Payment applications that are resident in standalone point‐of‐sale terminals are

 subject to the PA‐DSS requirements if:

Direct link (e.g. RS232,

 USB) or router

Other than Dial 

 or Lease Line

How can merchants 

 definitively verify??

(4)

 

The terminals connect to the merchant’s 

 acquirer or processor via anything other 

 than a direct and private line

(1)

 

The payment application vendor does not 

 provide secure remote updates, 

 troubleshooting, access and maintenance

(3)

 

Sensitive authentication data is stored 

 after authorization
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Relationship between PCI DSS and PA DSS

PCI DSS Requirements

PA DSS is a 
component that 

facilitates 
merchant’s PCI DSS 

compliance
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Dividing the responsibilities

•

 

Develop PA‐DSS compliant payment 

 applications that facilitate and do not 

 prevent their customers’

 

PCI DSS 

 compliance

•

 

Follow PCI DSS requirements when 

 processing, storing, or transmitting card 

 data

•

 

Pass PA DSS audit

•

 

Create a PA‐DSS Implementation Guide

•

 

Educate customers, resellers on 

 configuring & installing in PCI DSS 

 compliant manner

PA-DSS Responsibility

Software 

 Vendor

- Source: PCI PA-DSS Program Guide v. 1.2



•

 

Implementing only PA‐DSS compliant 

 payment applications into a PCI DSS 

 compliant environment

•

 

Configuring such payment applications 

 according to the PA‐DSS Implementation 

 Guide provided by the vendor

•

 

Configuring such payment applications in 

 a PCI DSS compliant manner

•

 

Servicing such payment applications 

 according to the PA‐DSS Implementation 

 Guide and PCI DSS.

Dividing the responsibilities

PA-DSS Responsibility

Software 

 Vendor

Reseller

 (Acquirer)

- Source: PCI PA-DSS Program Guide v. 1.2



•

 

Implementing a PA‐DSS compliant 

 payment application into a PCI DSS 

 compliant environment

•

 

Configuring the payment application 

 according to the PA‐DSS Implementation 

 Guide provided by the vendor

•

 

Configuring the payment application in a 

 PCI DSS‐compliant manner

•

 

Maintaining the PCI DSS‐compliant 

 status for both the environment and the 

 payment application configuration.

Dividing the responsibilities

PA-DSS Responsibility

Software 

 Vendor

Reseller

 (Acquirer)

Merchant

- Source: PCI PA-DSS Program Guide v. 1.2



Self-Assessment Questionnaire for Level 4 Merchants

https://www.pcisecuritystandards.org/saq/instructions.shtml



How can a merchant be sure in answering these questions?

? ?
? ?

? ?

? ?
? ?



Merchant’s risk of not answering with confidence

What is at risk?
• Loss of customers

• Loss of reputation

- Ponemon Institute 
2007 Annual Study: Cost of a Data Breach



Merchant’s risk of not answering with confidence

What is at risk?
• Loss of customers

• Loss of reputation

• Liabilities resulting from bank fines

• Litigation

• Card association fines

- Visa CISP website
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What is a merchant to do?

Options for your customers:

• Ignore the situation

• Pay for their own audit of the payment application

• “Trust” others with claims of compliancy

• Only accept solutions that have been verified as compliant through 
a qualified 3rd party source
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VeriFone provides the assurance 
your customers need
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With VeriFone, 
you can answer 

YES with 
confidence
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For absolute certainty
Demand Proof

...
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