PA DSS and what i1t means
to you and your customers
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Merchant Insecurity

92% of all compromised merchants were Level 4,
according to a recent study

- March 2008 Global Compromise Statistics - review of 350 merchant breaches by
industry leading security firm Trustwave
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Security Mandate Basics

e PCI SSC
- Payment Card Industry Security Standards Council
- Founded by 5 major card associations
- Establishes security guidelines

- Card associations responsible for enforcement

e Predominant mandates guiding POS terminal,
transaction, and merchant data security

- PCI DSS - Payment Card Industry Data Security Standard

- PA DSS - Payment Application Data Security Standard
- PCI PED - Payment Card Industry PIN Entry Device

- PTS - MasterCard Point of Sale Payment Transaction Security




The Security Puzzle
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PCl PED «—| Hardware Network -

CCommunlcatlon\

PTS




VALYED

The Primary Account Number (PAN) is
the defining factor in the applicability of
PCI DSS requirements and PA-DSS. If
the PAN is not stored, processed, or
transmitted, PCI DSS and PA-DSS do not

apply.
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Said another way:

All payment acceptance devices process
and transmit PAN data, and must be
proven to not store PAN data.
Therefore PCI DSS and PA-DSS does

apply.

Result: Merchant solutions involving POS
terminals/payment applications do not get a free pass.
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How does this impact stand-alone terminals?

Payment applications that are resident in standalone point-of-sale terminals are
subject to the PA-DSS requirements if: m
(1) The payment application vendor does not MERCHAmle!vICEs
provide secure remote updates,
troubleshooting, access and maintenance

(2) The terminals have connection to any of Direct link (e.g. RS232,
the merchant’s systems or networks USB) or router

(3) Sensitive authentication data is stored HO‘{V can merchants
after authorization definitively verify??

(4) The terminals connect to the merchant’s
acquirer or processor via anything other
than a direct and private line

Other than Dial
or Lease Line
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Relationship between PCI DSS and PA DSS

PCI DSS Requirements

Build and Maintain a Secure Network

: Install and maintain a firewall configuration to protect cardholder data

2: Do not use vendor-supplied defaults for system passwords and other security parameters \ ALU E D
MERCHANT SERVICES

PADSS is a
component that

Protect Cardholder Data

Requirement 3: Protect stored cardholder data
Reguirement 4: Encrypt transmission of cardholder data across open, pd

Maintain a Vulnerability Management Program faCl I Itates

7
Reguirement 5: Uze and regularly update anti-virus =oftware merChant S PCI DSS
Reguirement &; Develop and maintain =ecure =ystems and applications Compllance

Implement Strong Access Control Measures

Reguirement 7: Restrict access to cardholder data by business need-to-
Reguirement 8: A=s=ign a unigue ID to each person with computer a
Requirement 9: Restrict phys=ical acceszs to cardholder data

Regularly Monitor and Test Networks

Regquirement 10: Track and monitor all access to network resources and cardholder data
-
-

: Regularly test security systems and processes

P
L 4
Reguirement 1
LEJUIirernent L

Maintain an Information Security Policy

Reguiremesnt 12: Maintain a policy that addres=es information security
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Dividing the responsibilities

PA-DSS Responsibility

e Develop PA-DSS compliant payment
applications that facilitate and do not
prevent their customers’ PCI DSS
compliance

e Follow PCI DSS requirements when
processing, storing, or transmitting card
data

Software
Vendor e Pass PA DSS audit

e Create a PA-DSS Implementation Guide

e Educate customers, resellers on
configuring & installing in PCI DSS
compliant manner

- Source: PCI PA-DSS Program Guide v. 1.2



Dividing the responsibilities

PA-DSS Responsibility

e Implementing only PA-DSS compliant
payment applications into a PCI DSS
Reseller _ compliant environment

(Acquirer) e Configuring such payment applications
according to the PA-DSS Implementation
Guide provided by the vendor

e Configuring such payment applications in
a PCI DSS compliant manner

e Servicing such payment applications
according to the PA-DSS Implementation
Guide and PCI DSS.

- Source: PCI PA-DSS Program Guide v. 1.2



Dividing the responsibilities

PA-DSS Responsibility

e Implementing a PA-DSS compliant
payment application into a PCI DSS
compliant environment

e Configuring the payment application
according to the PA-DSS Implementation
Guide provided by the vendor

e Configuring the payment application in a
PCI DSS-compliant manner

e Maintaining the PCl DSS-compliant
status for both the environment and the
payment application configuration.

- Source: PCI PA-DSS Program Guide v. 1.2



Self-Assessment Questionnaire for Level 4 Merchants

https://www.pcisecuritystandards.org/saqg/instructions.shtml



How can a merchant be sure in answering these gquestions?

Protect Cardholder Data

Requirement 3: Protect stored cardholder data

CGuestion Response: YES NO
3.2 Do all systems adhere to the following requirements regarding storage of a Q
sensitive authentication data? ' !
321 Do not store the full contents of any track from the magnetic stripe 0 )
{that is on the back of a card, in a chip or elsewhere). This data is . '
alternatively called full track, track, track 1, track 2, and magnetic
stripe data.

In the noreeal course of business, the following data elements from
ihe magnetic stripe may need to be retained. the accountholder’s
name, prmany account number (FAN), expiration date, and servce
code. To minimize risk, gore only those data elements needed for
business. NEVER store the card verlficalion code or value or PIN
verfication valve dats elerments.

3.2.2 Do not store the card-validation code or value (three-digit or four o Q
digit nurmber printed on the front or back of a payment card) used to . '
vernfy card-not-present transactions,

323 Do not store the personal identification number (PIN) or the ) )
encrypted PIN block. ' '

3.3 Is the PAN masked when displayed (the first six and last four digits are the g [J
rmaximum number of digits to be displayed). . .

Mote: This requirement does not apply to employess and other parties with
& specific need to see the Ll PAN; nor does the requirernent supersede
stncler requirernents in place for displays of cardholder data (for example,
for point-of-sale [POS] receipts).




Merchant’s risk of not answering with confidence

What is at risk?

e Loss of customers

e Loss of reputation

research shows that the cost of failling to do so 15 on the nse. According to the study, data breach
incidents cost companies $197 per compromised customer record in 2007, compared to $182 in
2006. Lost business opportunity, including losses associated with customer churn and acquisition,
represented the most significant component of the cost increase, rising from $98 in 2006 to 3128 in
2007 — a 30 percent increase.

- Ponemon Institute
2007 Annual Study: Cost of a Data Breach



Merchant’s risk of not answering with confidence

What is at risk?

e Loss of customers

e Loss of reputation WALUED

MERCHANT SERVICES

e Liabilities resulting from bank fines
e Litigation

e Card association fines

= mre o ~= nraviders ar merechants - =diate =rnnrt the sienertaed @
£ M2, 2E CE provider=s o Ercnants mu=t E0I1aTe epo £ BURpEeCied o
~anfirmed lnes mr eft of am aterial or record=s that contain =3 cardholder data
co &0 1028 0 ETL 0 £ or recorgs co =d caranoider aat
£ e Arrrs Ar ol e nerte s rrty hrea e errhant nr os e R =
d IME = O'E Or BUSEpECIE 4 BECUTIY Dreac d mercna or 2 CE Provide £
=rmibe =t take immediate action to investigate e incident and = e Fe o F
= o UL Ld RS =l L= alLiu L LG als = L9 L8 Lo L o = AUl U
cardholder data
caranoider aata.
£ a "-:':I e —_:I = ti - = _:I-; v ninatife & _\-_\._:I o _.-_:I A Tentrel o F the rEnertesrd nr
. i i ' L= i el bt | S LS8 Y N . g L= Rl A Rt LR Lo 13 = o el T o e o e et el R
rrnfirmed lnes arthett ot _:Ia-\.. L. _-\_\._:I -.'aﬂ_‘\_\.ad--ﬂﬂ n—a-\..-.-\.-_:l-na-\. el Mes=1ss a1 o= e '=|
LN b Ul U L L L L - . - L Ll - L LIS Lo LI » b L L | ¥ g L - r - L L}
ena of 5100 000 nriden
pE o Ul LUl peE CHIE
= are gre s = e = = rag = = o =
= =t i sed g =mt = = = = =

- Visa CISP website
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What is a merchant to do?

Options for your customers:

- Ignore the situation VYALUED

e Pay for their own audit of the payment application

e “Trust” others with claims of compliancy

e Only accept solutions that have been verified as compliant through
a qualified 39 party source
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VeriFone provides the assurance
your customers need

VALYED
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Protect Cardholder Data

Requirement 3: Protect stored cardholder data

Question Response:

3.2 Do all systems adhere to the following requirements regarding storage of
sensitive authentication data?

3.2.1 Do not store the full contents of any track from the magnetic stripe
ithat is on the back of a card, in a chip or elsewhere). This data is
alternatively called full track, track, track 1, track 2, and magnetic
stnpe data.

In the normmal course of business, the foliowing data elements lrom
the magnetic stripe may need to be retained: the accountholder's
name, primaly account number (PAN), expiration date, and service
code. To rinirmze nsk, store only those data elements needed for
business. NEVER store the card verficalion code or value or PIN
venfication value data elements.

X Xj

3.22 Do not store the card-validation code or value (three-digit or four-
digit number printed on the front or back of a payment card) used to
verify card-not-present transactions.

M
m

3.2.3 Do not store the personal identification number (FIN) or the
encrypted PIM block.

3.3 ls the PAN masked when displayed (the first six and last four digits are the
maximum number of digits to be displayed).
Note: This requirement does not apply to employees and other parties with
a specific need to see the full PAN; nor does the requirement supersede
strcter requirements in place for displays of cardholder data (for example,
for point-of-sale [POS] receipts).

X X




With VeriFone,
you can answer
YES with
confidence
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For absolute certainty...
Demand Proof
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