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I.
Processor Background
Safety and Soundness

Indicate key measures of the processor’s financial strength (i.e., capital ratios, market capitalization, cash flow ratios, and available credit lines).

Valued Merchant Services is an ISO of First Data. First Data’s financial information, including its annual reports and audited financial statements, can be obtained at:

http://ir.firstdata.com/
Provide your processor’s Federal Tax ID and Dun & Bradstreet (D&B) number. 

Valued Merchant Services is an ISO of First Data. First Data’s IRS Employer Identification Number is 47-0731996, and First Data’s Dun and Bradstreet number is 60-436-0081. 

Please describe general information for your processor. 

Valued Merchant Services is an ISO of First Data. First Data is a global technology leader in information commerce. The company processes transaction data of all kinds, harnesses the power of that data and delivers innovations in secure infrastructure, intelligence and insight for its customers. With operations in 40 countries, First Data serves more than 5.3 million merchant locations and more than 2.000 card issuers and their customers. It powers the global economy by making it easy, fast and secure for people and businesses around the world to buy goods and services using virtually any form of payment. The company's portfolio of services and solutions includes merchant transaction processing services; credit, debit, private-label, gift, payroll and other prepaid card offerings; fraud protection and authentication solutions; electronic check acceptance services through TeleCheck; as well as Internet commerce and mobile payment solutions. The company's STAR Network offers PIN-secured debit acceptance at 2.2 million ATM and retail locations. Through First Data's centers of excellence, such as security, analytics, customer loyalty and mobile payments, it offers data-driven commerce solutions for customers around the globe. For more information, visit www.firstdata.com.

Please describe the history/background information for your processor. 

Valued Merchant Services is an ISO of First Data. In 1969, the Mid-America Bankcard Association (MABA) was formed in Omaha, Nebraska, as a nonprofit bankcard processing cooperative. Two years later, First Data Resources (FDR) incorporated in June to become a for-profit organization providing processing services to MABA. FDR had 110 employees and $2 million in annual revenues. 

In 1980, American Express Information Services Corporation (ISC) bought 80% of FDR. The remaining 20% was purchased in 5% increments each subsequent year until June 1983. First Data Corporation spun off from American Express and went public in 1992. In 1995, the company merged with First Financial Management Corp. (FFMC) and was then organized into three major business units serving card issuers, merchants and consumers. Western Union became part of First Data as a result of the merger with FFMC. 

By 1998, First Data was providing transaction processing services not only in the U.S., but also in markets around the world, including the United Kingdom, Australia, Mexico and Canada. The company also began to see significant growth in its network of Western Union agent locations. This set the stage for First Data to become a leading global provider of electronic commerce and payment solutions to businesses and consumers worldwide. 

From 2001 through 2005, a period of expansion occurred as First Data acquired companies around the globe and in the U.S., including the $6.6 billion merger with Concord EFS in 2004, which added the STAR Network and PIN-based debit acceptance at more than 2.1 million ATM and retail locations. Additional acquisitions and strategic relationships further expanded First Data’s ability to better serve markets in Europe, Asia and Latin America. 

On January 26, 2006, First Data announced its intention to spin off Western Union into an independent publicly traded company through a tax-free spin-off of 100% of Western Union to First Data shareholders. The spin off occurred as planned on September 29, 2006. 

In April 2007, First Data announced that it had entered into an agreement to be acquired by an affiliate of Kohlberg Kravis Roberts & Co. (KKR) in a transaction with a total value of approximately $29 billion. The transaction was completed in September 2007.

Today, First Data is the global technology leader in information commerce. The company processes transaction data of all kinds, harnesses the power of that data, and delivers innovations in secure infrastructure, intelligence and insight for its customers. From large financial institutions to the merchant around the corner, First Data supports its customers by helping them process and understand the intelligence behind every transaction. Data is the new currency. 

Is your processor a publicly traded company publicly or is it privately owned? If public, please provide ticker symbol and market cap information. If private, please describe ownership structure.

Valued Merchant Services is an ISO of First Data. First Data Corporation is wholly owned by affiliates of Kohlberg Kravis Roberts & Co. (KKR). Publicly owned since 1992, First Data and KKR announced a merger agreement in April 2007. The transaction closed in September 2007, at which time First Data became a private-equity company and was no longer listed on the New York Stock Exchange.

Experience

How long has your processor offered card processing services?

Valued Merchant Services is an ISO of First Data. First Data has offered card processing services since 1969.

Does your processor use a third party for any segment of customer or card processing services? If yes, explain.

Yes. Our processor provides all processing services in house and may use certified and approved third-party suppliers for plastic inventory and storage, Help Desk, call center functionality and some programming. 

Specify the categories of customers for which your processor is providing card processing services by segment (i.e., retail, telephone, mail order).

We understand your industry and tailor payment solutions to meet your needs. Partner with us and tap into a processor that has 31-plus years of helping businesses move money quickly and securely worldwide. Our processor specializes in the following vertical markets:

· Retail
· Supermarket
· Drug
· Petroleum

· Travel/Hospitality

· Food Service

· Government

· Business-to-business

· Emerging markets

· eCommerce

· High Risk

· Services

What is the average number of transactions currently processed daily by your processor? What is the greatest number of transactions processed in an hour? How does that compare to your processor’s current capacity?

Valued Merchant Services is an ISO of First Data. Below are transaction statistics for First Data Corporation, our parent company:

	TRANSACTION STATISTICS
	2008
	2007
	2006

	Full year authorizations 
	59 billion
	55.7 billion
	26.993 billion

	Total peak day authorizations
	189 million
	148.2 million
	130 million

	Peak Transactions Per Second
	2,188
	1,715
	3,243

	Average transactions daily
	161.3 million
	152.5 million
	73.9 million


Our processor maintains capacity well above what is needed on each redundant on-line server (terminal-driving and switching). Each server has an identical hardware and software configuration in an alternate data center. Our authorization system is capable of performing, even at peak periods, with the loss of one data center.

How does your processor’s peak periods compare to its system-wide peak periods?

Valued Merchant Services is an ISO of First Data. Our processor provides services to all retail channels. Peak periods follow expected and established retail spending patterns. During all seasons and peak periods, our processor is staffed and managed for these highs.

What would your processor’s volume ranking be, given our current number of transactions? What is the volume of your processor’s largest customer?

As the volume of customers’ is private and confidential information, we must respectfully decline to provide any kind of ranking.

Our processor processes for many of the world’s largest retailers, again those numbers are confidential, and, therefore, we must respectfully decline to provide volume.

List all card brands and types currently supported.

We have the ability to support any form of electronic payment.

· Visa

· MasterCard

· American Express

· Discover

· JCB

· Diners

· Electronic Check Acceptance (ECA)

· Internet Payments

· Debit

· Private Label Cards

· Stored-Value Gift Cards

· Payroll Cards

· Medical Cards

· Wright Express

· Voyager

Competitive Position and Future Commitment

What differentiates your processor’s service from that of other processors?

Valued Merchant Services is an ISO of First Data. First Data delivers innovative electronic processing solutions that will improve your competitiveness and efficiency. First Data’s clients experience real business value and single-minded focus on service excellence.

First Data provides the merchant community with solutions and organizational support to deliver a competitive advantage in retail payments.

Core Competency Focus

<CLIENT> will be supported by an acknowledged, merchant-centric global leader, solely focused on all aspects of payments.

· 5.3 million merchant locations use First Data’s systems

· More than 700 billion worldwide card accounts on file

· 30 billion domestic and international transactions processed annually

First Data helps shape the industry and represents merchants in a rapidly changing payments landscape.

Reliability and Redundancy

<CLIENT> will offer the most reliable payments program and experience for their businesses and their consumers.

· First Data’s Service Level for authorizations is 99.95%

· Past history shows a 99.999% system uptime availability

· “Hot/hot” data centers for maximum confidence

· 24/7 teams capable of supporting the world’s largest retailers

· Full disaster recovery capabilities for authorizations

Technology and Innovation

<CLIENT> will benefit by using the leverage of our processor, First Data, for maximum competitive advantage in new payment types and enhanced architectures.

· $1.2 billion in capital spending

· Global reach provides best practices and perspectives to use technology for maximum impact

· Our clients benefit from this scale leverage and working relationships with third party providers

A large part of First Data’s ongoing strategy is to allow consumers to use everyday devices such as cell phones at the point-of-sale. This enables merchants to maximize their investment in POS development and equipment, minimize employee training and ultimately overall reduce the cost of the sale.

Value and Confidence

<CLIENT> will benefit from the knowledge that every transaction is handled by First Data with the full responsibility and understanding that these transactions are secure and represent the trust of your consumers. For each transaction you receive:

· Our scale efficiencies to provide competitive pricing while still delivering the best consumer payments experience

· Highly reliable and secure systems

· Responsive service

· Regulatory and compliance expertise

· Experienced account support intimate with your business

· Driven focus on payments, that allows you to focus on your business

What approach is your company taking in the development of new services?

Valued Merchant Services is an ISO of First Data. First Data consistently seeks new technology, market intelligence, technology investment partnerships, and acquisitions to maintain and accelerate the development and implementation of new services. First Data consults actively with our customers to ensure our efforts anticipate and reflect their needs.

First Data continues to focus on several key technology initiatives—all centered on product innovation, operational excellence, and technology leadership. Critical to this plan is our merchant platform rationalization initiative. Rationalization will enable First Data to focus on key platforms. First Data will be able to deliver products faster to market, capitalize our $1.2B spend on innovative products and services, better leverage emerging trends such as mCommerce, and provide more robust reporting tools.

Another key initiative is the consolidation of First Data’s data centers. Currently data centers are located in Atlanta, Wilmington, Omaha, Denver, and Hagerstown and the consolidation effort will result in three data centers located in Omaha (2) and Chandler.
What is the percentage of your processor’s revenue dollars that are spent annually on research and development of Electronic Commerce Systems?

This information is considered proprietary and confidential. First Data has the largest product development organization in the payment industry. In the last three years, completed projects range between 90—120 annually. We expect this trend to continue in 2009.

What new services or features does your processor plan to offer and within what time frame? Are these enhancements under your direct control?

Each line of business continues to innovate and provide differentiated products into their respective markets. The following is an example of innovation planned for 2009:

· Mobile payments

· Pay-at-the-table terminal solutions

· RFID/contactless solutions

· FD-Series POS terminal equipment

· Payroll card solutions

· Franchise settlement 

· Alternative payments

· PINless Debit

· Electronic Invoice Presentment and Payment (EIPP)

Explain your processor’s representation on MasterCard, Visa or other boards, committees or organizations. In addition, list any major credit/debit card rule or policy changes your processor has proposed or influenced.

First Data participates in Visa and MasterCard workshops, Webinars, and meetings related to new products, business lines, releases, and best practices. With our strong working relationship with Visa and MasterCard, First Data may be consulted regarding potential system changes to understand the impact to First Data systems, issuers, and acquirers before changes are made. The Visa and MasterCard contacts ensure First Data is aware of Card Brand-sponsored venues for participation. First Data and the Card Brands will meet to discuss and understand industry changes. For example, First Data met frequently with both Card Brands regarding the HealthCare IRS mandates and raised issues regarding proposed solutions to meet the IRS mandate.
With VISA and MasterCard recently going public, some of the committees have concluded and are being reviewed. First Data may participate on applicable committees as they become available.
At this time, First Data participates in the following MasterCard Committees:
· MasterCard Customer Alliance Program—This committee is involved in the MasterCard Release Process Improvement. First Data participates on various committees within the improvement process committee to further enhance MasterCard's Release process. This committee is focused on process improvement in the categories of:  business case, change management, customer support, testing and integration, and documentation.

· MasterCard Acquirer Working Group—This group addresses current industry concerns and provides MasterCard insight into potential solutions and concerns.

· MasterCard Commercial Products Group—MasterCard shares the latest product information to the Commercial Product Group.

At this time, First Data participates in the following Visa Committees:
· Visa CISP Stakeholder Group—As Visa's CISP is critical to minimizing risk and maximizing protection, First Data participates in this group to ensure all payment channels’ data is protected wherever it resides.

· Visa Acquirer Steering committee for QPCA (Qualified Payment Card Agent)—Visa is in the process of trying to be QPCA certified with the IRS. This means merchants that take purchase cards have registered at Visa to take purchase cards; and they have accurate information in the registration database. Purchase card holders must provide the IRS with the locations they do business. If those businesses are registered with Visa in QPCA, the cardholder will have the accurate information they must provide the IRS. The Committee has worked with Visa to develop file formats for Processors/Acquirers to send the merchant data into the registration process. 

· Visa Acquirers Steering Committee—This group addresses current industry concerns and provides Visa insight into potential solutions and concerns.

In addition to MasterCard and Visa, First Data also participates in the following.
· Elected Representative—PCI Security Standards Council Board of Advisors

· National Automated Clearinghouse Association (NACHA)

· Multiple Accredited ACH professionals on staff

· Member of the Electronic Check Council (ECC)

· Member of the ECC Steering Committee

· Co-leader of the Enhancements Work Group

· Member of the Internet Council

· Member of the AAP Blue Ribbon Panel

· Member of various Industry Support Work Groups

· WSUPP and Automated Request for Documentation Industry Support Group

· Back Office Industry Support Group

· ACH Audit Review Industry Support Group

· Ongoing Requirements Risk Management Industry Support Group

· Member of the Software Information Exchange (SIX) Group

· Member of NACHA’s BOC Education Task Force

· Contributor to the Internet Web Users Guide

· Contributor to the Security Guide

· Recipient of NACHA’s 2008 Kevin O’Brien ACH Quality Award

Debit

<CLIENT> benefits from First Data representation on the following debit network boards and committees:

· Chairman of the Board—PPS (Early Warning) Check Protection Systems

· Chairman of the Board—TNS Smart Network (Based in Canada)

· Board of Directors—U.S. Encode

· Chairman—Electronic Funds Transfer Association

· Member—Philadelphia Payment Advisory Council

· Visa Operating Committees for Processors

· MasterCard International

· Maestro Operations Committee

· Chairman—STAR Systems

· STAR Advisory Committee

· STAR Board

References

Provide names and phone numbers of three references, preferably similar to our organization or with comparable volumes and communication capabilities, who are currently using your card processing services. Select a mix of long-standing and recently acquired customers.

We take great pride in serving our customers. We provide service to many of the largest retailers in the United States and maintain substantial market share in key vertical markets such as petroleum, supermarket, retail, fast food, utility, and government.

We respect the confidentiality of our customer’s business and frequently engage in discussions related to providing references. Out of respect for our Executive contacts, we call each person individually to request a reference. In most cases, Senior Leaders enjoy the opportunity to meet like-level Executives from other companies and discuss issues impacting the business. These reference calls become a great way to network and explore new ideas.

Once we reach the point during our business discussions where it makes sense to connect like-level executives together, we will work with you to determine the appropriate contacts and schedule introductions. Our experience serving hundreds of other top National Accounts provides us with the ability to deliver quality service.

II.
Processing
Authorization

Describe the authorization method that you recommend for our company. List and describe alternatives.

We support all major connection methods to individual locations or a central corporate location via Dial, Multiprotocol Label Switching (MPLS), VPN Internet, Gateway, Secure Transport, and Satellite.

Does your processing system identify and eliminate duplicate transactions? 

Yes.  We can identify and eliminate duplicate transactions using several criteria:

Batch

· Cardholder number

· First transaction amount 

· Dollar amount

· 45-day edit file

Electronic transactions

· Cardholder number

· Amount of transaction

· Device ID

· Batch number

· Transaction type

What are the procedures to reverse an incorrect authorization?

Same-day reversals that are detected can be reversed and/or returned through the merchant’s POS if permitted. These reversals/returns are transparent to the cardholder. Our host also has the ability to perform reversals and returns.

Cardholders see reversals or returns adjustments on statements if not performed on the same day.

Please describe the options available in processing payments through wireless terminals.

We are fully engaged in the wireless arena.  We recently launched the CellTrek Mobile Merchant POS terminal. CellTrek combines a standard cell phone with a Windows-based operating systems and a portable Blue Tooth Thermal printer with an integrated card swipe reader to allow a mobile merchant to accept electronic payments from any location.
We recommend the new FD 400 Mobile Wireless. It allows you to authorize electronic payments virtually anywhere there is GPRS (AT&T) or CDMA (Sprint) coverage (available 4Q09). The terminal features a color touch screen, 2.25” thermal printer, PIN pad, and smart card reader which can support credit, debit, EBT, TeleCheck services (paper warranty), Gift, and Over-the-Air (OTA) application downloads.  

We also support the Nurit 8000 GPRS, a handheld wireless point-of-sale terminal.  This terminal uses the AT&T national wireless network to allow processing of electronic transactions without land-line connectivity. This solution allows a merchant to take advantage of card-present transaction rates in an unconnected environment.

Settlement

Provide a funds availability schedule by card type. Is it negotiable?

Files are processed daily. 

What is the settlement transmission time frame for Visa, MasterCard, Discover, American Express, Diners and JCB?

Our processor authorizes and settles transactions for Visa, MasterCard, American Express, Discover, Diner’s, JCB, all EBT networks, all debit networks, and the majority of third-party fuel cards. You may select unique end-of-day times for each brand, region, or time zone. Settlement files are submitted to the third party for that particular day for funding. Funding is determined by your agreement with each third party. 
Visa and MasterCard transactions to First Data by 2:00 a.m. ET settle with Visa and MasterCard at 5:00 a.m. ET and 8:00 a.m. ET respectively.

Card types other than Visa, MasterCard, and debit transactions batched-out to First Data before 2:00 a.m. ET are transmitted to the appropriate card issuer as follows:

· Discover Card transactions are settled to Discover each day at 9:00 p.m. ET

· American Express at 7:00 p.m. ET

· JCB at 6:00 p.m. ET

How do the settlement times affect our processing/discount expense?

Settlement times do not affect processing and discount expense.

Is settlement made by ACH or Fedwire? 

We can accommodate either method. If next day settlement is requested, wire transfer is the only supported method.

Ticket Retrieval and Chargebacks

Describe the ticket retrieval request process and turnaround time.

The goal of the retrieval process is to satisfy a request for transaction documentation as often and as quickly as possible. To support that goal, our process is geared to ensure proper compliance to the regulations while minimizing the impact to the merchant. It is designed to validate proper requests from the card companies, minimize unnecessary requests to the merchant, provide as much time as possible for the merchant to research and respond and give options on how a merchant can receive and respond to these requests. Each process is designed around the individual regulations by card type, taking into account various different merchant setup options and unique processing for the differences in merchant industry. Therefore the affects and benefits of our process vary by merchant.

Based on the rules and regulations, we are able to provide Substitute Draft processing which fulfills retrievals with required data elements when applicable. This eliminates unnecessary retrieval requests by responding on the merchants' behalf, when appropriate, and Signature Capture interface which allows for electronic file processing and eliminates the need for individual merchant response. The process also identifies invalid retrieval requests specifically for those transactions that meet program criteria for the MasterCard QPS Program and the Visa No Signature Required Program and returns those to the issuing bank. 

Merchants have 20 calendar days to respond to Association Retrieval Requests and we also provide 2nd request/reminder notifications for fax on day 14 for those items not previously fulfilled. Currently, we provide several options for merchants to receive and respond to their retrieval notifications all driven by merchant setup. Those options include mail; standard and special delivery, fax, and electronic file.

We also provide a Chargeback Request for Sales Draft process that mirrors the Association retrieval process, but is actually an internal process of prenotification for chargebacks that have been received. This process is performed on certain fraud chargeback reason codes when the transactions are identified as "Card Present" since there is a high likelihood of a signed and swiped/imprinted sales receipt. Merchants have 12 calendar days to respond to this request to avoid further chargeback implications. This is one of many benefits of our dispute process as it provides an opportunity for merchant investigation and response prior to assessment of the chargeback financial.

What response times do you require for ticket retrieval? How do these time frames compare to your Card Brand rules?

Merchants have 20 days to respond to the retrieval request that is sent by First Data. If no response is received, on day 14, we generate a reminder that goes out via the same methods described above. The merchant has six days to respond to this request, which gives the merchant a total of 20 days to respond to each retrieval request. Twelve calendar days are provided to respond to chargeback requests for sales drafts (an internal process used to prevent unnecessary merchant debits).

We comply with the Card Brands’ regulations regarding handling of chargeback’s and retrievals and insist that all issuers comply with those same regulations before accepting a chargeback for final disposition to the merchant.

What percentage of chargebacks is handled without merchant involvement?

Overall, we are very effective with representments that are processed. Our processor’s current representment effectiveness rate is approximately 80% for similar transactions occurring in the face-to-face environment.

In 2008, our processor represented approximately 20% of all incoming chargebacks without a need to adjust the merchant account for face-to-face transactions.

How often are chargebacks reversed?

In 2008, our processor had a reversal (representments) rate of 22%, with an 80% success rate.

Are credit card chargebacks and other debit adjustments netted from daily proceeds, or are they debited separately? Are funds debited from the operating account or a separate escrow account?

Credit card activity (settlement, fees, chargebacks) is netted daily. Debit card activity (settlement and chargebacks) can post-net or separately but fees are billed at month-end. Funds can be debited from an operating account or escrow account (need debit ACH rights enabled).

III.
Technical CapabilitiesSystem Capabilities

Describe the processing platforms pertinent to your recommended solution. Provide system specifications, if appropriate.

Our processor’s platform supports many advanced point-of-sale solutions. In addition, these platforms are engineered to support you as you grow your business in the future.

Our processor invests heavily in hardware, software, and expert personnel to deliver the best payment processing experience to customers, and has designed and deployed proactive preventative maintenance strategies for all systems. Maintenance is scheduled and performed on all systems throughout the year and is almost transparent to merchants.

Is your processor’s processing software CPS (Custom Payment Service) compliant? 

Yes. This processing system has the capability to qualify transactions for all processing industries:  all consumer and business payments for retail card present, non face-to-face, Internet hospitality, and bill payment.

Does your processor’s processing software support Purchasing Card Levels II and III?

Yes. Authorization networks and vertical-specific host applications can support Level II for all card types and Level III processing for Visa/MasterCard only.

What is your process for handling test transactions? Do you provide test cards and if so, what types?

First Data prefers to conduct test transactions in a test environment/system. They prefer to isolate all test traffic on separate resources/facilities from production traffic.

For testing and certification purposes, First Data typically recommends a router and the merchant provides an ISDN or analog dial circuit. They configure the router to dial into our test lab and an MPLS simulator is used to connect to the test network and test host system. They also offer other alternatives. If you require ongoing test facilities, First Data typically recommends separate PVC to the test network/system.

Communication Options

What authorization methods do you support and which do you recommend (i.e., dial, mainframe dial (remote job entry), lease line, frame relay, Internet)?

We support all major connection methods to individual locations or a central corporate location via Dial, Multiprotocol Label Switching (MPLS), VPN Internet, Gateway, Secure Transport, and Satellite.

Describe the network monitoring system and operation.

Professional operations specialists at First Data’s Operations Control Center provide 24x7, multitiered, proactive monitoring and support of the switches using First Data-developed authorization switch management tools. This provides real-time and historical transaction statistical data, predefined threshold alerts, and connectivity status on a merchant-by-merchant basis.

Our processor uses these tools to monitor response codes, decline and approval percentages, and link failure. As First Data-defined thresholds are reached, or hardware or software failures are detected, audible, and visual alerts are generated in the Operations Control Center. Since First Data-provided connectivity has redundancy, including dial backup for IP/lease line and MPLS, a client rarely experiences minimal network outages; therefore, we do not track or report on network availability.

Do you have multiple paths (i.e. IP Addresses or other sources) for authorization and settlement in case of downtime of the primary path?

Merchant access is provided to the merchant's premises. First Data provisions router(s) and circuit(s) into the merchants' data centers. These routers are configured with network address translation for both sides of the router interface, serving to masquerade the inside, public network addresses, and also to always present the merchant with registered IP addresses. These routers are also configured with access control lists that limit the traffic introduced into the First Data network to specific hosts and ports. The First Data side of these circuits terminates in a merchant DMZ, and is separated from the core network by firewalls that only allow host and port specific traffic to pass.

Transmission Files

Describe your recommended transmission method (i.e., dial, lease line, batch, real-time, Internet).

For settlement files or any other files leased line using FTP is recommended. We also support Connect: Direct and several other file transmission applications. For authorizations, we recommend an Authnet MPLS for the best transaction processing performance.

Describe the monitoring and notification process if a transmission fails.

First Data has implemented a great deal of automation on our SNMP manager from CA with customized alerts going to pagers of personnel on duty as well as on-line operators. All system resources are monitored on a continual basis with thresholds for depletion warnings which allow us to take action before issues become critical and cause interruption of service.

Other customized alerts monitor application variables such as transaction volume thresholds on individual links. If transaction levels on individual links drops below expected volumes, operators can take proactive measures and contact those merchants to verify activity.

Authorization Response Times

Provide your average response times for dial and lease-line authorization methods for both peak and normal periods.

Our response time depends on four factors:

1. First Data’s processing/switching

2. Propagation delay inherent to telecommunications

3. Card Brand/Issuer processing/switching and its’ related telecommunications

4. The client’s equipment and related telecommunications.

The first two factors are relatively static, show very small deviation, and are within our control. We cannot comment on the last two as they are outside of our control, and we cannot effectively measure them. First Data’s network response time is provided below.

Total System Response Times (seconds)

	COMMUNICATION METHOD
	Average (Year Round)

	Dial
	7-12 seconds

	MPLS
	2-5 seconds


Security

Outline the security measures in place for the protection of data transmitted for processing.

All transmissions of cardholder or confidential data over public networks are encrypted, preventing unauthorized user access.

Describe the security measures used to prevent unauthorized user access to either the system or the data.

All First Data production systems are maintained in secure data centers that are monitored 24x7x365 by security guards as well as technical staff. Physical security measures include cameras and motion detectors. Physical access to the system is restricted to technical support and security personnel using a magnetic lock system. Logical access to systems is controlled by a dedicated Data Security department. Formal requests for access must be submitted and signed by authorized managers. All access from within First Data’s internal network requires the use of passwords, which must be changed every 90 days. Remote access is allowed for our support personnel, but requires the use of two-factor authentication.

We are fully CISP and PCI DSS compliant. First Data deploys multiple firewalls and data security features to ensure the highest privacy and protection of cardholder data. Any transaction information received or sent over the Internet must meet strict industry encryption standards—VPN and/or fully encrypted 128 bit SSL.

Describe security measures used to protect Internet transactions.

All Internet transaction traffic connects to our Internet gateway server. The transactions route through access control lists and firewalls. Any messages received through this interface that does not conform to the specified message formats, and containing valid merchant ID numbers, and terminal ID numbers, are not processed.

How do you comply with PCI Standards?

First Data engaged Trustwave to assess our business units against the Payment Card Industry (PCI) Data Security Standard. Trustwave used the Payment Card Industry Security Audit Procedures; Version 1.1, for all assessments. The PCI requirements are comprised of VISA’s Cardholder Information Security Program (CISP) and MasterCard’s Site Data Protection (SDP) program, as well as Discover's Information Security and Compliance (DISC) and American Express’s Data Security Operating Policies (DSOP). Trustwave is a Qualified Data Security Assessor for all the major payment Card Brands.

Up-time Percentage

What are established service levels for system availability?

First Data’s minimum system performance service levels are:

· 99.95% host availability

· 95% of transactions processed at the host in less than 3 seconds

· Average time within the host—2.5 seconds or less

Provide system availability statistics for the current and prior year.

2009 Year-to Date Switch Availability

	Month
	Percentage Available
	Explanation/Resolution

	January
	100%
	No Recorded Outages

	February
	100%
	No Recorded Outages

	March
	100%
	No Recorded Outages

	April
	100%
	No Recorded Outages

	Year-

End %
	100%
	


2008 Host Switch Availability

	Month
	Percentage Available
	Explanation/Resolution

	January
	100%
	No Recorded Outages

	February
	99.9999%
	No Recorded Outages

	March
	100%
	No Recorded Outages

	April
	100%
	No Recorded Outages

	May
	99.9991%
	No Recorded Outages

	June
	100%
	No Recorded Outages

	July
	100%
	No Recorded Outages

	August
	100%
	No Recorded Outages

	September
	99.9976%
	No Recorded Outages

	October
	99.9976%
	No Recorded Outages

	November
	100%
	No Recorded Outages

	December
	100%
	No Recorded Outages

	Year-End %
	99.9995%
	


Over the past year, what was the longest period that First Data was unable to authorize transactions? Describe the situation, including the source of the problem and the time it took to fix the problem.

In viewing the tables above, you can see that First Data’s multiple-site design delivers fully redundant and fail-safe capabilities. There is no single point of failure. Systems capacity is provisioned so that any single data center can experience a complete site outage, and the remaining sites have more than adequate capacity to accommodate 100% of the traffic during the busiest hour of the year. Client connectivity is provisioned such that a minimum of two data center processing sites can be reached using diverse network access.

The Authorization platforms are designed primary/primary so there is no distinction between primary and backup. There is no preference to which site is used at any given time.  It is preferred that both sites be used for real-time authorizations at all times. In the event of a circuit outage, carrier outage, or site outage, processing continues without interruption on the redundant networks and/or alternate sites.

For Settlement systems, backup systems are functional at all times and are put into production status any time scheduled or routine maintenance is being performed on production systems. CommSite2 in Nebraska is used for Settlement backup.

IV.
Information Reporting
Describe the reporting tool available to the merchant.

First Data uses the user-friendly, online reporting solution, eMerchantView, which provides merchants direct access to:

· Daily deposits and adjustments

· Including transaction detail

· Chargebacks and retrievals

· Including status and reason

· Monthly statements

· Available in sections or full-view

· Export and print capability

Describe security features if your reporting tool is Internet-based.
To maintain a secure environment and protect client and merchant information, access to the eMerchantView product is controlled through the use of both a secure Internet portal and the First Data Online Control System (OCS).

What are the standard hardware and software requirements to access your reporting tool?
System requirements include:

· Microsoft Internet Explorer 5.0 or greater

· Screen resolution—1024x768 (recommended)

If a merchant needs reports from a previous period, or a specific time frame, are they readily available? How long is reporting data stored in your processor’s system?

The eMerchantView product uses interactive Web pages to provide secure access to the following information:

· Six months of monetary and adjustment history

· Six months of chargeback history

· Six months of retrievals history

· Up to twelve months of merchant statements

V.
Non-Binding Nature of Response

This proposal and the terms and condition that it contains are not binding on either party. This proposal does not constitute an offer capable of acceptance. Any commitment contemplated by this proposal is subject in all respects to the approval of senior management and the negotiation and execution of a definitive agreement satisfactory to each of the parties.

© 2009 First Data Corporation & Valued Merchant Services. All Rights Reserved. All trademarks, service marks and trade names referenced in this material are the property of their respective owners.
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