How To Complete The PCI Compliance m
for a Terminal \MALUED

Follow this walkthrough to navigate the PCI compliance process for a standalone
Terminal such as the Dejavoo QDA4.

1 Navigate to https://pciapply.com/compliance101

(globalpayments

Login

Made with Scribe - https://scribe.com 1


https://pciapply.com/compliance101

2  Click the Username field. (The username is their 16 digit MID beginning with 5436)

(globalpayments

Login

Forgot Username?

Forgot Password?

3 Enter the password (The initial password is the last 5 digits of their MID and their
state abbreviation capitalized. Example: 12345WA)

(globalpayments

Login

5436845557672010

Forgot Username?

Forgot PETEWord?
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4  Click "Login"

(globalpayments

Login

5436845557672010

Forgot Username?

72010ID

Forgot Password?

This site has been optimized for screen resolution of 1280 X 1024 and for the latest version of ® Edge, ‘@ Chrome, and *» Firefox.

Password Reset
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5 If it prompts for a new password, follow the directions to reset the password. If
not, skip down to the Merchant Information section.

If you are resetting a password, click the "New Password" field.

(globalpayments

Update My Profile

Your password has expired. Please change or you will not be able to log in again.

5436845557672010 heather@valuedmerchants.com

Heather Maughan

You are being asked to change your password because this is your first time logging in or it has been 90 days or more

since your last login and your password has expired. Passwords are case sensitive. Strong passwords include a
combination of Numbers, Letters, and Special Characters such as "-" or "I".

Note: The password must be a minimum of 8 characters, contain at least 1 number, 1 alpha character and cannot
contain the characters < gp#

What is your favorite pet’s name?

This site has been optimized for screen resolution of 1280 X 1024 and for the latest version of “® Edge, ‘@ Chrome, and *¥ Firefox.

Enter a new password in both password fields, answer the Security Question, then
click Submit.

6

Merchant Information
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7 Click "Get Started"

5436845560375734 out  EnglishUS

Home MyAccount ContactUs (O CHAT Welcome Phillip Spinelt

(globalpayments Summary Bapen B e

Welcome to your PCI Compliance Tool.

Why PCI Compliance matters?

® PCl (Payment Card Industry) Compliance is a yearly requirement for all merchants who accept and process credit/debit card payments.

® These security standards are mandated by the PCI Council (Visa, MasterCard, American Express, Discover and JCB) to ensure that Port Monmouth Marine In is following the best processing practices which increases

the confidence in the safety of the credit card data you process.

Let’s Get Started!

This tool will guide you through the 5 basic steps to compliance.

& & & m

Merchant Information Questionnaire Selection Questionnaire and Network Scan Review and Sign Print Reports

8 Click "No"

- Port Monmouth Marine In Phillip Spinelli -

AD ONE E D
416 Hwy 36 (732) 787-1835 phillip.spinelli@verizon.net

PORT MONMOUTH, New Jersey 07758

United States of America

Is your organization a service provider as defined by the PCI Council (e.g., hosting providers, payment processors, managed service providers)? ® Yes

Part 2 Merchant Business Payment Channels

Please answer the following questions:

Indicate all payment channels used by the business that are included in this assessment:
Mail order/telephone order (MOTO) ©®
E-Commerce ©®

Card-present @

Are any payment channels not included in this assessment? Yes No

Part 3 Relationships
Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? Yes No

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope? ® Yes No
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9  Click "Card-present"

AME
= Port Monmouth Marine In

ADDRESS
416 Hwy 36 (732) 787-1835
PORT MONMOUTH, New Jersey 07758

PHONE
p.spinelli@verizon.net

United States of America

Is your organization a service provider as defined by the PCI Council (e.g., hosting providers, payment processors, managed service providers)? ® Yes

Part 2 Merchant Business Payment Channels

Please answer the following questions:

Indicate all payment channels used by the business that are included in this assessment:
Mail order/telephone order (MOTO) ©
E-Bgmmerce ©

Cardpresent ©

ny payment channels not included in this assessment? Yes No

Save

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? ® Yes No

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope? ® Yes No
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10 Click "No"

CORPORATE NAME DBA(S \TACT NAME TITLE

- Port Monmouth Marine In Phillip Spinelli -

ADDRESS TELEPHONE

416 Hwy 36 (732) 787-1835

PORT MONMOUTH, New Jersey 07758

United States of America

Is your organization a service provider as defined by the PCI Council (e.g., hosting providers, payment processors, managed service providers)? ® Yes

Part 2 Merchant Business Payment Channels

Please answer the following questions:

Indicate all payment channels used by the business that are included in this assessment:
Mail order/telephone order (MOTO) ©
E-Commerce ©®

Card-present ©
Do you electronically store or transmit consumer account data? Ye

Are any payment channels not included in this assessment? Yes No
Part 3 Relationships
Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? o Yes No

Do vou engage with third-party service providers managing svstem components within vour PCI DSS assessment scope? D Yes No

11 Click "No"

CORPORATE NAME DBA(S) A TITLE
- Port Monmouth Marine In Phillip Spinelli -
ADDRESS TELEPHONE IAIL ADDRESS
416 Hwy 36 (732) 787-1835 phillip.spinelli@verizon.net
PORT MONMOUTH, New Jersey 07758
United States of America
Is your organization a service provider as defined by the PCI Council (e.g., hosting providers, payment processors, managed service providers)? [0} Yes
Part 2 Merchant Business Payment Channels
Please answer the following questions:
Indicate all payment channels used by the business that are included in this assessment:
Mail order/telephone order (MOTO) ©
E-Commerce ©
Card-present ©®
Do you electronically store or transmit consumer account data?
Are any payment channels not included in this assessment?
Part 3 Relationships
Please answer the following questions.
Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? ® Yes No
Do vou engage with third-partv service providers managing svstem components within vour PCI DSS assessment scope? o Yee Nn
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12 Click "No"

Are any payment channels not included in this assessment?

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment g
behalf, like payment gateways or processors.

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

& ] U - ®

Moto/E-commerce Terminal Mobile Processing Standalone Computer Integrated Network

| have read and agreed to the end-user license agreement

Made with Scribe - https://scribe.com

This includes entities storing, processing, or transmitting account data on your

PRODUCT CODE
Not Applicable
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P2PE
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Save
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13 Click "No"

Are any payment channels not included in this assessment?

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

& ] U -

Moto/E-commerce Terminal Mobile Processing Standalone Computer

| have read and agreed to the end-user license agreement

14 Click "No"

Are any payment channels not included in this assessment?

Part 3 Relationships

Please answer the following questions.

®

Integrated Network

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

& Gl N -

Moto/E-commerce Terminal Mobile Processing Standalone Computer

| have read and agreed to the end-user license agreement
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®

Integrated Network

PRODUCT CODE

Not Applicable

[
O

P2PE

PRODUCT CODE
Not Applicable

Ja)
o

P2PE

Yes

Yes

Yes

SPoC

Yes

Yes

Yes

Yes

Save

Save

Save

SPoC




15 Click "Terminal"

Are any payment channels not included in this assessment?

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

Moto/E-commerce minal

| have read and agreed to the end-user license agreement

Made with Scribe - https://scribe.com

N

Mobile Processing Standalone Computer

®

Integrated Network

PRODUCT CODE
Not Applicable
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16 Click "No"

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do you engage with third-party service provi ing system c

within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

@B | 0

Moto/E-commerce Terminal

Mobile Processing Standalone Computer

Do you store any sensitive cardholder data electronically?

Does your business use network segmentation to affect the scope of your PCI DSS environment?

| have read and agreed to the end-user license agreement

17 Click "No"

Part 3 Relationships

Please answer the following questions.

®

Integrated Network

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do you engage with third-party service provi ing system c

within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

15 @B °| o o

Moto/E-commerce Terminal Mobile Processing Standalone Computer

Do you store any sensitive cardholder data electronically?

Does your business use network segmentation to affect the scope of your PCI DSS environment?

| have read and agreed to the end-user license agreement

Made with Scribe - https://scribe.com
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18 Click "IP"

Do you engage with third-party service provi ging system ¢ within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

1= @B °| O o

Moto/E-commerce Terminal Mobile Processing Standalone Computer

Do you store any sensitive cardholder data electronically?

Does your business use network segmentation to affect the scope of your PCI DSS environment?

Terminal

Do yougonnect this sol8gion through a Cellular or a Dial- up or an IP Connection?

Difll-up Dial-Up and IP Cellular

| have read and agreed to the end-user license agreement

Made with Scribe - https://scribe.com
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19 Click "Add Solution"

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment? ® ‘ Yes \

Part 4 Processing Solution

| erobUCT CODE
‘ Not Applicable

1= @B °| O ) 3) 8

What solution do you use to process credit cards? Learn More ®

Moto/E-commerce Terminal Mobile Processing Standalone Computer Integrated Network P2PE SPoC

Do you store any sensitive data i ‘ Yes ‘

Does your business use network segmentation to affect the scope of your PCI DSS environment? ‘ Yes ‘

| Terminal © Collapse ‘

Do you connect this solution through a Cellular or a Dial- up or an IP Connection?

) Dialup @ IP ) Dial-UpandIP () Cellular

Please add your Terminal solution information. ‘

No Solution selection. Add Solutions ‘

| I have read and agreed to the end-user license agreement Select Questionnaire Manually

20 Click the "Vendor" field

Add Terminal Solution

Please enter your Terminal solution information. A

Vendor * { v ’ \odel/Application o v ‘

Add additional v If you don't see your solution, click here to type it in manually.
e
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21 Select the terminal vendor by searching for and choosing the vendor.

Add Terminal Solution

Please enmﬁm\inal solution information.

‘ Vendo( ) 8 4

4P Mobile Data Frooessing

Access Computech Pvt Ltd

‘ Model/Application * v ‘

If you don't see your solution, click here to type it in manually.

=

Advanced Card Systems Limited
Advanced Mobile Payment Inc.
Adyen NV.
Aisino Corporation Zhuozhou Branch
Alited Technology Co., Ltd

ALX TECHNOLOGIES

Add Terminal Solution

Please enter your Terminal solution information.

VENDOR * -
b v ] ‘ Model/Application * %

If you don't see your solution, click here to type it in manually.

‘ Castlfis Technology Co.

‘ Cancel ‘

Made with Scribe - https://scribe.com
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22 Click the "Model/Application" field

Add Terminal Solution

Please enter your Terminal solution information.

VENDOR *

Castles Technology Co. Ltd dba Dejavoo| Model/Application ¥

Add additional Ifyou do your solygn, click here to type it in manually.

e

23 If your specific terminal doesn't come up in the list, click "If you don't see your
solution..." below the Model/Application field

Add Terminal Solution

Please enter your Terminal solution information.

VENDOR v ‘ Model/Application *

Castles Technology Co. Ltd dba Dejavoo

Add additional If you don't see your solution, click hifre to type it in manugly.

<.
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24 Enter the additional terminal vendor and model/application information.

Add Terminal Solution

Please enter your Terminal solution information.

VENDOR*
Castles Technology Co. Ltd dba Dejavoo

7 N\

‘ Vendor * ( \ ‘ ‘ Model/Application *

Add additional If you don't see your solution, click here to type it in manually.

w5 ‘ Model/Application *

| Cancel ‘

Add Terminal Solution

Please enter your Terminal solution information.

‘ VENDOR *

Castles Technology Co. Ltd dba Dejavoo ‘ ‘ Model/Application *

VENDOR * o
Dejavoo ] ‘ Modeléplloatlon'

Add additional Iff8u don't see your solution, click here to type it in manually.

| Cancel ‘
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25 Click this red X if you had to manually enter the terminal information

Add Terminal Solution

Please enter your Terminal solution information.

VENDOR * o o s
Castles Technology Co. Ltd dba Dejavoo Model/Application * @

VENDOR * MODEL/APPLICATION *
Dejavoo QD4 Terminal

Add additional If you don't see your solution, click here to type it in manually.

=

26 Click "Save"

Add Terminal Solution

Please enter your Terminal solution information.

VENDOR * MODEL/APPLICATION *
Dejavoo QD4 Terminal X

Add additional If you don't see your solution, click here to type it in manually.

‘ Cancel ‘

Made with Scribe - https://scribe.com
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27 Click "I have read and agreed to..."

Part 4 Processing Solution
What solution do you use to process credit cards? Learn More

= @B °| O -

Moto/E-commerce Terminal Mobile Processing Standalone Computer

Do you store any sensitive cardholder data electronically?
Does your business use network segmentation to affect the scope of your PCI DSS environment?

Terminal

Do you connect this solution through a Cellular or a Dial- up or an IP Connection?
Dialup @ IP Dial-Up and IP Cellular

Solution Selection

Vendor Model/Application

Dejavoo QD4 Terminal

| have flead and agreed to the end-user license agreement

Made with Scribe - https://scribe.com

®

Integrated Network
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28 Click "Save and Continue"

Part 4 Processing Solution

PRODUCT CODE

What solution do you use to process credit cards? Learn More ® Not Applicable
(%]
E U - ® C
= = o
Moto/E-commerce Terminal Mobile Processing Standalone Computer Integrated Network P2PE SPoC

Do you store any it data

Does your business use network segmentation to affect the scope of your PCI DSS environment?

Terminal © Collapse
Do you connect this solution through a Cellular or a Dial- up or an IP Connection?
© Dialup @ IP ) Dial-UpandIP ) Cellular
Solution Selection # Add/Edit
Vendor Model/Application Not Listed
Dejavoo QD4 Terminal v
—
@ | have read and agreed to the end-user license agreement Select Questionnaire Manually

29 Click "I agree that the statements above are true."

Confirm your eligibility to take questionnaire B-IP

. You certify that you use a terminal that is to the Internet.

. You certify that your terminal is not to any other systems within your network.

. Your device does not rely on any other device (e.g., computer, mobile phone, tablet, etc.) to connect to the
payment processor.

qu retain only paper reports or receipts with cardholder data, and these documents are not received

O agree fhat the statements above are true.

Made with Scribe - https://scribe.com
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30 Click "Continue"

Confirm your eligibility to take questionnaire B-IP

. You certify that you use a terminal that is to the Internet.

. You certify that your terminal is not to any other systems within your network.

. Your device does not rely on any other device (e.g., computer, mobile phone, tablet, etc.) to connect to the
payment processor.

. You retain only paper reports or receipts with cardholder data, and these documents are not received
electronically.

[N agree that the statements above are true.

Continue

Questionnaire Completion

Made with Scribe - https://scribe.com 20



31 Click "Section 1"

Home MyAccount ContactUs [O CHAT
.
(globalpayments
(@ Merchant Information

Questionnaire B-IP  n#oee

Please continue through all sections until complete.

(@ Questionnaire Selection

SECTION 1

Install and maintain network/ecurity cont
¥
|

|

7 Questions

SECTION 4 Not Started

Protect Cardholder Data with Strong
Cryptography During Transmission Over Open,
Public Networks

1 Question

SECTION 7 Not Started

Identify Users and Authenticate Access to
System Components

4 Questions

32 Click "In Place"

Home MyAccount ContactUs (O CHAT

(globalpayments

(@ Merchant Information

Questionnaire B-IP oz

You have completed 0 of 12 sections Show all Sections

Section 1 Install and maintain network security controls

(@ Questionnaire Selection

Summary Questionnaire Documents Users Resources

Questionnaire

SECTION2 Not Started

Apply Secure Configurations to All System

Components ?

4 Questions

SECTION 5 Not Started

Develop and Maintain Secure Systems and

Software

2 Questions

SECTION8 Not Started

Restrict Physical Access to Cardholder Data

Regularly
12 Questions 2 Questions
ip Spinelli - 5436845560375734 Logout  EnglishUS
Summary Questionnaire Documents Users Resources

Questionnaire

0%

2 An accurate network diagram(s) is maintained that shows all connections between the CDE and other networks,
including any wireless networks.

2, All services, protocols and ports allowed are identified, approved, and have a defined business need. ®

3. Security features are defined and implemented for all services, protocols, and ports that are in use and considered
to be insecure, such that the risk is mitigated.

4. Inbound traffic to the CDE is restricted as follows:
« To only traffic that is necessary.
« All other traffic is specifically denied.

5. Outbound traffic from the CDE is restricted as follows: (0]

« To only traffic that is necessary.

o All other traffic is snecificallv denied.

Made with Scribe - https://scribe.com

SECTION 3 Not Started

Protect Stored Account Data

6 Questions

SECTION 6 Not Started

Restrict Access to System Components and

Cardholder Data by Business Need to Know

1 Question

SECTION9 Not Started

Test Security of Systems and Networks

Change Questionnaire

InPlace || InPlace with CCW NotinPlace  NotApplicable

In Place In Place with CCW NotinPlace  NotApplicable

In Place In Place with CCW NotinPlace NotApplicable

In Place In Place with CCW NotinPlace NotApplicable

In Place In Place with CCW NotinPlace NotApplicable

5436845560375734 Logout  EnglishUS
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33

Home

Click "In Place"

MyAccount  Contact D cHAT

(globalpayments

(@ Merchant Information

Questionnaire B-IP e

You have completed 0 of 12 sections Show all Sections

Section 1 Install and maintain network security controls

1.

2.

3.

4.

5.

Made with Scribe - https://scribe.com

@ Questionnaire Selection

Questionnaire

An accurate network diagram(s) is maintained that shows all connections between the CDE and other networks,

including any wireless networks.

All services, protocols and ports allowed are identified, approved, and have a defined business need.

Security features are defined and implemented for all services, protocols, and ports that are in use and considered

to be insecure, such that the risk is mitigated.

Inbound traffic to the CDE is restricted as follows:

« To only traffic that is necessary.

* All other traffic is specifically denied.

Outbound traffic from the CDE is restricted as follows:

« To only traffic that is necessary.

o All ather traffic is snecificallv denied

ip Spinelli - 5436845560375734

Summary Questionnaire

In Place with CCW

' Place with CCW

® InPlace | InPlace with CCW
® In Place In Place with CCW
® In Place In Place with CCW

Documents

Logout  EnglishUS

Users Resources

Change Questionnaire

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

22



34 Click "In Place"

Home MyAccount ContactUs (O CHAT

5436845560375734 Logout  EnglishUS '

(glObal payments Summary  Questionnaire Documents  Users Resources

(©) Merchant Information @ Questionnaire Selection Questionnaire ety

Questionnaire B-IP  +roee Change Questionnaire
You have completed 0 of 12 sections Show all Sections
Section 1 Install and maintain network security controls
0%

kB2 An accurate network diagram(s) is maintained that shows all connections between the CDE and other networks,
including any wireless networks.

In Place with CCW NotinPlace. NotApplicable

2. All services, protocols and ports allowed are identified, approved, and have a defined business need. ®

In Place with CCW NotinPlace NotApplicable

3. Security features are defined and implemented for all services, protocols, and ports that are in use and considered ()

3
Place with CCW NotinPlace NotApplicable
to be insecure, such that the risk is mitigated. 4

4. Inbound traffic to the CDE is restricted as follows: ® In Place In Place with CCW NotinPlace NotApplicable

« To only traffic that is necessary.

* All other traffic is specifically denied.

5. Outbound traffic from the CDE is restricted as follows: ® In Place In Place with CCW Notin Place

Not Applicable

« To only traffic that is necessary.

o All ather traffic is snecificallv denied v

35 Click "In Place"

Home MyAccount ContactUs (O CHAT

ip Spinelli - 5436845560375734 Logout  EnglishUS '

(g.IObaI payments Summary Questionnaire Documents Users Resources

(@ Merchant Information (@ Questionnaire Selection Questionnaire

Questionnaire B-IP 7oz Change Questionnaire

You have completed 0 of 12 sections Show all Sections

Section 1 Install and maintain network security controls

1% An accurate network diagram(s) is maintained that shows all connections between the CDE and other networks, ® In Place with CCW Notin Place  Not Applicable
including any wireless networks.

2. All services, protocols and ports allowed are identified, approved, and have a defined business need. ® In Place with CCW NotinPlace NotApplicable

3. Security features are defined and implemented for all services, protocols, and ports that are in use and considered (5

)] In Place with CCW NotinPlace  NotApplicable
to be insecure, such that the risk is mitigated.

4, Inbound traffic to the CDE is restricted as follows: ® In Place ‘Place with CCW NotinPlace  NotApplicable

I

« To only traffic that is necessary.

« All other traffic is specifically denied.

5. Outbound traffic from the CDE is restricted as follows: ® In Place In Place with CCW NotinPlace. NotApplicable

« To only traffic that is necessary.

o All ather traffic is snecificallv denied v

Made with Scribe - https://scribe.com



36 Click "In Place"

1. An accurate network diagram(s) is maintained that shows all connections between the CDE and other networks, ®
including any wireless networks.

2, All services, protocols and ports allowed are identified, approved, and have a defined business need. ®

3. Security features are defined and implemented for all services, protocols, and ports that are in use and considered ()
to be insecure, such that the risk is mitigated.
4. Inbound traffic to the CDE is restricted as follows: ®

« To only traffic that is necessary.

* All other traffic is specifically denied.

5. Outbound traffic from the CDE is restricted as follows: ®

« To only traffic that is necessary.

« All other traffic is specifically denied.

6. NSCs are installed between all wireless networks and the CDE, regardless of whether the wireless network isa CDE, ()
such that:

« All wireless traffic from wireless networks into the CDE is denied by default.

* Only wireless traffic with an authorized business purpose is allowed into the CDE.

T 5 Anti-spoofing arei to detect and block forged source IP addresses from entering the trusted ()
network.

Made with Scribe - https://scribe.com

In Place

In Place

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

inue
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37

38

Click "In Place"

An accurate network diagram(s) is maintained that shows all connections between the CDE and other networks, o
including any wireless networks.

All services, protocols and ports allowed are identified, approved, and have a defined business need. ®

Security features are defined and implemented for all services, protocols, and ports that are in use and considered ()
to be insecure, such that the risk is mitigated.
Inbound traffic to the CDE is restricted as follows: ®

« To only traffic that is necessary.

* All other traffic is specifically denied.

Outbound traffic from the CDE is restricted as follows: ®

« To only traffic that is necessary.

« Allother traffic is specifically denied.

NSCs are installed between all wireless networks and the CDE, regardless of whether the wireless network isa CDE,
such that:

« Allwireless traffic from wireless networks into the CDE is denied by default.

* Only wireless traffic with an authorized business purpose is allowed into the CDE.

Anti-spoofing measures are implemented to detect and block forged source IP addresses from entering the trusted ()
network.

Click "In Place"

An accurate network diagram(s) is maintained that shows all connections between the CDE and other networks, ®
including any wireless networks.

All services, protocols and ports allowed are identified, approved, and have a defined business need. o

Security features are defined and implemented for all services, protocols, and ports that are in use and considered ()
to be insecure, such that the risk is mitigated.
Inbound traffic to the CDE is restricted as follows: ®

« To only traffic that is necessary.

« All other traffic is specifically denied.

Outbound traffic from the CDE is restricted as follows: ®

« To only traffic that is necessary.

* All other traffic is specifically denied.

NSCs are installed between all wireless networks and the CDE, regardless of whether the wireless network isa CDE, ()
such that:

« Allwireless traffic from wireless networks into the CDE is denied by default.

» Only wireless traffic with an authorized business purpose is allowed into the CDE.

Anti-spoofing areil d to detect and block forged source IP addresses from entering the trusted ()
network.
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In Place

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

Place with CCW

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place
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39 Click "Continue"

13 An accurate network diagram(s) is maintained that shows all connections between the CDE and other networks, ®
including any wireless networks.

2, All services, protocols and ports allowed are identified, approved, and have a defined business need. ®

3. Security features are defined and implemented for all services, protocols, and ports that are in use and considered ()
to be insecure, such that the risk is mitigated.
4, Inbound traffic to the CDE is restricted as follows: ®

« To only traffic that is necessary.

* All other traffic is specifically denied.

5. Outbound traffic from the CDE is restricted as follows: ®

« To only traffic that is necessary.

« Allother traffic is specifically denied.

6. NSCs are installed between all wireless networks and the CDE, regardless of whether the wireless network isa CDE, ()
such that:

* All wireless traffic from wireless networks into the CDE is denied by default.

* Only wireless traffic with an authorized business purpose is allowed into the CDE.

iy & Anti-spoofing arei to detect and block forged source IP addresses from entering the trusted ()
network.
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40 Click "Section 2"

Home MyAccount ContactUs (O CHAT

5436845560375734 Logout  EnglishUS

.
(global payments Summary Questionnaire Documents Users Resources
(@ Merchant Information (@ Questionnaire Selection Questionnaire e d Sig:
Questionnaire B-IP  #7ose
Please continue through all sections until complete.
SECTION 1 Pass. SECTION 2 Not Started SECTION 3 Not Started
Install and maintain network security controls Apply Secure Confiyzu rations to Al System Protect Stored Account Data
|
> Components > >
7 Questions 4 Questions 6 Questions
SECTION 4 Not Started SECTION S Not Started SECTION 6 Not Started
Protect Cardholder Data with Strong Develop and Maintain Secure Systems and Restrict Access to System Components and
Cryptography During Transmission Over Open, Software N Cardholder Data by Business Need to Know N
Public Networks
1 Question 2 Questions 1 Question
SECTION 7 Not Started SECTION 8 Not Started SECTIONS Not Started
Identify Users and Authenticate Access to Restrict Physical Access to Cardholder Data Test Security of Systems and Networks
System Components > Regularly
4 Questions 12 Questions 2 Questions
8 n n
41 Click "In Place
Home My Account Contact Us D cHAT ip Spinelli - 5436845560375734 Logout English US
.
(global payments Summary Questionnaire Documents Users Resources

(@ Merchant Information (@ Questionnaire Selection Questionnaire

Questionnaire B-IP oz

You have completed 1 of 12 sections Show all Sections

Section 2 Apply Secure Configurations to All System Components

0%
1. Vendor default accounts are managed as follows:
« Ifthe vendor default account(s) will be used, the default password is changed per Requirement 8.3.6.
« Ifthe vendor default account(s) will not be used, the account is removed or disabled.
2 All non-console administrative access is encrypted using strong cryptography.
3. For wireless environments connected to the CDE or transmitting account data, all wireless vendor defaults are
changed at installation or are confirmed to be secure, including but not limited to:
« Default wireless encryption keys.
* Passwords on wireless access points.
* SNMP defaults.
* Any other security-related wireless vendor defaults.
4. For wireless environments connected to the CDE or transmitting account data, wireless encryption keys are ®
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42 Click "In Place"

Home  MyAccount Contact D cHAT

(globalpayments

(@ Merchant Information ) Questionnaire Selection Questionnaire

Questionnaire B-IP e

You have completed 1 of 12 sections Show all Sections

Section 2 Apply Secure Configurations to All System Components

1. Vendor default accounts are managed as follows:

« Ifthe vendor default account(s) will be used, the default password is changed per Requirement 8.3.6.

« Ifthe vendor default account(s) will not be used, the account is removed or disabled.
2, All non-console administrative access is encrypted using strong cryptography.

3. For wireless environments connected to the CDE or transmitting account data, all wireless vendor defaults are
changed at installation or are confirmed to be secure, including but not limited to:

« Default wireless encryption keys.
« Passwords on wireless access points.
* SNMP defaults.

* Any other security-related wireless vendor defaults.

4. For wireless environments connected to the CDE or transmitting account data, wireless encryption keys are
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NotinPlace.  NotApplicable

NotinPlace  NotApplicable

NotinPlace  NotApplicable

NotinPlace NotApplicable
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43 Click "In Place"

Home MyAccount ContactUs (O CHAT

(globalpayments

(@ Merchant Information @ Questionnaire Selection Questionnaire

Questionnaire B-IP -~

You have completed 1 of 12 sections Show all Sections

Section 2 Apply Secure Configurations to All System Components
0%

1. Vendor default accounts are managed as follows:

« Ifthe vendor default account(s) will be used, the default password is changed per Requirement 8.3.6.

« Ifthe vendor default account(s) will not be used, the account is removed or disabled.
2, All non-console administrative access is encrypted using strong cryptography.

3. For wireless environments connected to the CDE or transmitting account data, all wireless vendor defaults are
changed at installation or are confirmed to be secure, including but not limited to:

« Default wireless encryption keys.
* Passwords on wireless access points.
* SNMP defaults.

* Any other security-related wireless vendor defaults.

4. For wireless environments connected to the CDE or transmitting account data, wireless encryption keys are

44 Click "In Place"

You have completed 1 of 12 sections Show all Sections

Section 2 Apply Secure Configurations to All System Components

1. Vendor default accounts are managed as follows:

« Ifthe vendor default account(s) will be used, the default password is changed per Requirement 8.3.6.

« Ifthe vendor default account(s) will not be used, the account is removed or disabled.
2. All non-console administrative access is encrypted using strong cryptography.

3. For wireless environments connected to the CDE or transmitting account data, all wireless vendor defaults are
changed at installation or are confirmed to be secure, including but not limited to:
« Default wireless encryption keys.
« Passwords on wireless access points.
* SNMP defaults.

* Any other security-related wireless vendor defaults.

4. For wireless environments connected to the CDE or transmitting account data, wireless encryption keys are
changed as follows:

. with

of the key leave the company or the role for which the knowledge was
necessary.

« Whenever a key is suspected of or known to be compromised.
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45 Click "Continue"

You have completed 1 of 12 sections Show all Sections

Section 2 Apply Secure Configurations to All Sy Comp t:
%
& o2 Vendor default accounts are managed as follows:

« Ifthe vendor default account(s) will be used, the default password is changed per Requirement 8.3.6.

« Ifthe vendor default account(s) will not be used, the account is removed or disabled.

2. All non-console administrative access is encrypted using strong cryptography.

3. For wireless environments connected to the CDE or transmitting account data, all wireless vendor defaults are
changed at installation or are confirmed to be secure, including but not limited to:
« Default wireless encryption keys.
* Passwords on wireless access points.
* SNMP defaults.

« Any other security-related wireless vendor defaults.

4., For wireless environments connected to the CDE or transmitting account data, wireless encryption keys are
changed as follows:

o W L with ge of the key leave the company or the role for which the knowledge was
necessary.

« Whenever a key is suspected of or known to be compromised.
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46 Click "Section 3"

Home MyAccount ContactUs [O CHAT 5436845560375734 Logout  Englishus '
.
(global payl | Ients Summary Questionnaire Documents Users Resources
(@ Merchant Information (@ Questionnaire Selection Questionnaire etw d Sig:
Questionnaire B-IP  #7ose
Please continue through all sections until complete.
SECTION 1 Pass SECTION 2 Pass SECTION3 Not Started
Install and maintain network security controls Apply Secure Configurations to All System Protect Stored Accoxint Data
> Components > | | >
7 Questions 4 Questions 6 Questions
SECTION 4 Not Started SECTION 5 Not Started SECTION 6 Not Started
Protect Cardholder Data with Strong Develop and Maintain Secure Systems and Restrict Access to System Components and
Cryptography During Transmission Over Open, Software Cardholder Data by Business Need to Know
Public Networks
1 Question 2 Questions 1 Question
SECTION 7 Not Started SECTION 8 Not Started SECTIONS Not Started
Identify Users and Authenticate Access to Restrict Physical Access to Cardholder Data Test Security of Systems and Networks
System Components > > Regularly >
4 Questions 12 Questions 2 Questions
8 n n
47 Click "In Place
Home My Account Contact Us D cHAT ip Spinelli - 5436845560375734 Logout English US i
.
(global payl | Ients Summary Questionnaire Documents Users Resources

(@ Merchant Information

Questionnaire B-IP oz

You have completed 2 of 12 sections Show all Sections

Section 3 Protect Stored Account Data

(@ Questionnaire Selection

Questionnaire

0%
2 All security policies and operational procedures that are identified in Requirement 3 are: f"
« Documented. {
* Keptup to date.
* Inuse.
« Known to all affected parties.
2. SAD is not retained after authorization, even if encrypted. All sensitive authentication data received is rendered ® In P
unrecoverable upon completion of the authorization process.
3. The full contents of any track are not retained upon completion of the authorization process. ® In Pl
4. The card verification code is not retained upon completion of the authorization process. ® InPl
5. The personal identification number (PIN) and the PIN block are not retained upon completion of the authorization In Pl

process.
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48 Click "In Place"

Questionnaire B-IP 7oz

You have completed 2 of 12 sections Show all Sections

Section 3 Protect Stored Account Data

0%
15 All security policies and operational procedures that are identified in Requirement 3 are:
* Documented.
* Keptup todate.
e Inuse.
« Known to all affected parties.
2. SAD is not retained after authorization, even if encrypted. All sensitive authentication data received is rendered
unrecoverable upon completion of the authorization process.
3. The full contents of any track are not retained upon completion of the authorization process.
4. The card verification code is not retained upon completion of the authorization process.
55 The personal identification number (PIN) and the PIN block are not retained upon completion of the authorization

process.

6. PAN is masked when displayed (the BIN and last four digits are the maximum number of digits to be displayed),
such that only personnel with a legitimate business need can see more than the BIN and last four digits of the PAN.
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Click "In Place"

Questionnaire B-IP 7oz

You have completed 2 of 12 sections Show all Sections

Section 3 Protect Stored Account Data

50

All security policies and operational procedures that are identified in Requirement 3 are: o

* Documented.
* Keptup todate.
* Inuse.

* Known to all affected parties.

SAD is not retained after authorization, even if encrypted. All sensitive authentication data received is rendered ®
unrecoverable upon completion of the authorization process.

The full contents of any track are not retained upon completion of the authorization process. ®
The card verification code is not retained upon completion of the authorization process. ®

The personal identification number (PIN) and the PIN block are not retained upon completion of the authorization
process.

PAN is masked when displayed (the BIN and last four digits are the maximum number of digits to be displayed), ®
such that only personnel with a legitimate business need can see more than the BIN and last four digits of the PAN.

Click "In Place"

Questionnaire B-IP 7oz

You have completed 2 of 12 sections Show all Sections

Section 3 Protect Stored Account Data

0%

6.

All security policies and operational procedures that are identified in Requirement 3 are: ®

* Documented.
* Keptup todate.
o Inuse.

« Known to all affected parties.

SAD is not retained after authorization, even if encrypted. All sensitive authentication data received is rendered ®
unrecoverable upon completion of the authorization process.

The full contents of any track are not retained upon completion of the authorization process. ®

The card verification code is not retained upon completion of the authorization process. ®

The personal identification number (PIN) and the PIN block are not retained upon completion of the authorization
process.

PAN is masked when displayed (the BIN and last four digits are the maximum number of digits to be displayed), ®
such that only personnel with a legitimate business need can see more than the BIN and last four digits of the PAN.
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51 Click "In Place"

Questionnaire B-IP 7oz

You have completed 2 of 12 sections Show all Sections

Section 3 Protect Stored Account Data

15 All security policies and operational procedures that are identified in Requirement 3 are:

* Documented.
* Keptup todate.
e Inuse.

« Known to all affected parties.

2. SAD is not retained after authorization, even if encrypted. All sensitive authentication data received is rendered
unrecoverable upon completion of the authorization process.

3. The full contents of any track are not retained upon completion of the authorization process.

4. The card verification code is not retained upon completion of the authorization process.

5. The personal identification number (PIN) and the PIN block are not retained upon completion of the authorization
process.

6. PAN is masked when displayed (the BIN and last four digits are the maximum number of digits to be displayed),

such that only personnel with a legitimate business need can see more than the BIN and last four digits of the PAN.
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Click "In Place"

Questionnaire B-IP 7oz

You have completed 2 of 12 sections Show all Sections

Section 3 Protect Stored Account Data

53

All security policies and operational procedures that are identified in Requirement 3 are:

* Documented.
* Keptup todate.
* Inuse.

» Known to all affected parties.

SAD is not retained after authorization, even if encrypted. All sensitive authentication data received is rendered
unrecoverable upon completion of the authorization process.

The full contents of any track are not retained upon completion of the authorization process.
The card verification code is not retained upon completion of the authorization process.

The personal identification number (PIN) and the PIN block are not retained upon completion of the authorization
process.

PAN is masked when displayed (the BIN and last four digits are the maximum number of digits to be displayed),
such that only personnel with a legitimate business need can see more than the BIN and last four digits of the PAN.

Click "Continue"

Questionnaire B-IP 7oz

You have completed 2 of 12 sections Show all Sections

Section 3 Protect Stored Account Data

6.

All security policies and operational procedures that are identified in Requirement 3 are:

* Documented.
* Keptup todate.
o Inuse.

« Known to all affected parties.

SAD is not retained after authorization, even if encrypted. All sensitive authentication data received is rendered
unrecoverable upon completion of the authorization process.

The full contents of any track are not retained upon completion of the authorization process.

The card verification code is not retained upon completion of the authorization process.

The personal identification number (PIN) and the PIN block are not retained upon completion of the authorization
process.

PAN is masked when displayed (the BIN and last four digits are the maximum number of digits to be displayed),
such that only personnel with a legitimate business need can see more than the BIN and last four digits of the PAN.
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54 Click "Section 4"

Home  MyAccount Contact Welcome Phillip Spinell Logout EnglishUS v

(glObal payments Summary  Questionnaire Documents ~ Users  Resources

(@ Merchant Information ) Questionnaire Selection Questionnaire Network Scan Revie

Questionnaire B-IP 7oz

Please continue through all sections until complete.

SECTION 1 Pass SECTION 2 Pass SECTION 3 Pass
Install and maintain network security controls Apply Secure Configurations to All System Protect Stored Account Data

> Components >
7 Questions 4 Questions 6 Questions
SECTION 4 Not Started SECTIONS Not Started SECTION 6 | Not Started

Develop and Maintain Secure Systems and Restrict Access to System Components and

Cryptography During Transmissi Software & Cardholder Data by Business Need to Know 5
Public Networks
1 Question 2 Questions 1 Question
SECTION 7 Not Started SECTION 8 Not Started SECTIONS | Not Started
Identify Users and Authenticate Access to Restrict Physical Access to Cardholder Data Test Security of Systems and Networks
System Components > > Regularly >
4 Questions 12 Questions 2 Questions

Made with Scribe - https://scribe.com



55 Click "In Place"

Home MyAccount ContactUs (O CHAT Welcome Phillip Spinel

(globalpayments -

(© Merchant Information ® Questionnaire Selection Questionnaire

Questionnaire B-IP 1+

You have completed 3 of 12 sections Show all Sections

Section 4 Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Networks

0%

% Strong cryptography and security protocols are implemented as follows to safeguard PAN during transmission over
open, public networks:

« Only trusted keys and certificates are accepted. In Place

« Certificates used to safeguard PAN during transmission over open, public networks are confirmed asvalidandare (5 TIPCe
not expired or revoked.

« The protocol in use supports only secure versions or configurations and does not support fallback to, or use of ® In Place
insecure versions, algorithms, key sizes, or implementations.

« The encryption strength is appropriate for the encryption methodology in use. ® In Place

H n n
56 Click "In Place
Home MyAccount ContactUs (O CHAT Welcome Phillip Spinell

(globalpayments St

(® Merchant Information (@ Questionnaire Selection Questionnaire

Questionnaire B-IP  eoee

You have completed 3 of 12 sections Show all Sections

Section 4 Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Networks

1. Strong cryptography and security protocols are implemented as follows to safeguard PAN during transmission over
open, public networks:

Only trusted keys and certificates are accepted. ®

Certificates used to safeguard PAN during transmission over open, public networks are confirmed as valid and are
not expired or revoked.

The protocol in use supports only secure versions or configurations and does not support fallback to, or use of
insecure versions, algorithms, key sizes, or implementations.

The encryption strength is appropriate for the encryption methodology in use. ®
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57 Click "In Place"

Home  MyAccount Contact D cHAT

(globalpayments

@ Merchant Information (@ Questionnaire Selection Questionnaire

Questionnaire B-IP gre

You have completed 3 of 12 sections Show all Sections

Welcome Phillip Spinelli - 5436845560375734

Summary Questionnaire

Section 4 Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Networks

1. Strong cryptography and security protocols are implemented as follows to safeguard PAN during transmission over
open, public networks:

Only trusted keys and certificates are accepted.

Certificates used to safeguard PAN during transmission over open, public networks are confirmed as valid and are
not expired or revoked.

The protocol in use supports only secure versions or configurations and does not support fallback to, or use of
insecure versions, algorithms, key sizes, or implementations.

The encryption strength is appropriate for the encryption methodology in use.
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58 Click "In Place"

Home MyAccount ContactUs [ CHAT Welcome Phillip Spinell - 5436845560375734 Logout  EnglishUS

Summary Questionnaire Documents Users Resources

(globalpayments

(@ Questionnaire Selection Questionnaire Network

(© Merchant Information

Questionnaire B-IP gre Change Questionnaire

You have completed 3 of 12 sections Show all Sections

Section 4 Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Networks

0%

% Strong cryptography and security protocols are implemented as follows to safeguard PAN during transmission over
open, public networks:

« Only trusted keys and certificates are accepted. In Place with CCW NotinPlace  NotApplicable
« Certificates used to safeguard PAN during transmission over open, public networks are confirmed as valid and are ® In Place with CCW NotinPlace  NotApplicable
not expired or revoked.
« The protocol in use supports only secure versions or configurations and does not support fallback to, or use of ® In Place with CCW NotinPlace  NotApplicable
insecure versions, algorithms, key sizes, or implementations.
« The encryption strength is appropriate for the encryption methodology in use. ® i In Place lIn Place with CCW NotinPlace  NotApplicable
H n H n
59 Click "Continue
Home MyAccount ContactUs (O CHAT Welcome Phillip Spinelli - 5436845560375734 Logout  EnglishUs
.
(global payl | Ients Summary Questionnaire Documents Users Resources

(® Merchant Information (@ Questionnaire Selection Questionnaire

Questionnaire B-IP gre

You have completed 3 of 12 sections Show all Sections

Section 4 Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Networks

Strong cryptography and security protocols are implemented as follows to safeguard PAN during transmission over
open, public networks:

Change Questionnaire

« Only trusted keys and certificates are accepted. In Place with CCW NotinPlace  NotApplicable

« Certificates used to safeguard PAN during transmission over open, public networks are confirmed as valid and are In Place with CCW NotinPlace  NotApplicable
not expired or revoked.

« The protocol in use supports only secure versions or configurations and does not support fallback to, or use of In Place with CCW NotinPlace  NotApplicable
insecure versions, algorithms, key sizes, or implementations.

« The encryption strength is appropriate for the encryption methodology in use. D In Place with CCW NotinPlace  NotApplicable
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60 Click "Section 5"

Home MyAccount ContactUs [ CHAT
(globalpayments
(@ Merchant Information

Questionnaire B-IP  n#oees

Please continue through all sections until complete.

@ Questionnaire Selection

Welcome Phillip Spi

Summary

Questionnaire

Logout EnglishUS v

Documents Users Resources

Questionnaire

SECTION 1 Pass

Install and maintain network security controls

SECTION 2 Pass

Apply Secure Configurations to All System
Components

4 Questions

>
7 Questions
SECTION 4 Pass
Protect Cardholder Data with Strong
Cryptography During Transmission Over Open, N
Public Networks
1 Question
SECTION 7 “Not Started |
Identify Users and Authenticate Access to
System Components >

4 Questions
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2 Questions

SECTIONS Not Started

Restrict Physical Access to Cardholder Data

12 Questions

SECTION 3 Pass
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>
6 Questions
SECTION 6 | Not Started
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Cardholder Data by Business Need to Know X
1 Question
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61 Click "In Place"

Home MyAccount ContactUs (O CHAT

5436845560375734 Logout  EnglishUS

(glObal payments Summary  Questionnaire Documents ~ Users  Resources

(© Merchant Information @ Questionnaire Selection Questionnaire

Questionnaire B-IP  +roee Change Questionnaire

You have completed 4 of 12 sections Show all Sections

Section 5 Develop and Maintain Secure Systems and Software

0%

1. Security vulnerabilities are identified and managed as follows:

in Place with CCW NotinPlace NotApplicable

* New security vulnerabilities are identified using industry-recognized sources for security vulnerability
information, including alerts from international and national computer emergency response teams (CERTs).

* Vulnerabilities are assigned a risk ranking based on industry best practices and consideration of potential
impact.

* Risk rankings identify, at a mini all ilities consi: to be a high-risk or critical to the
environment.

2. All system components are protected from known vulnerabilities by installing applicable security patches/updates () In Place In Place with CCW NotinPlace  NotApplicable
as follows:

« Critical or high-security patches/updates (identified according to the risk ranking process at Requirement
6.3.1) are installed within one month of release.

Continue

62 Click "In Place"

Home MyAccount ContactUs (O CHAT

ip Spinelli - 5436845560375734 Logout  English U:

(g.IObaI payments Summary Questionnaire Documents Users Resources

(@ Merchant Information (@ Questionnaire Selection Questionnaire

Questionnaire B-IP 7oz Change Questionnaire

You have completed 4 of 12 sections Show all Sections

Section 5 Develop and Maintain Secure Systems and Software

1% Security vulnerabilities are identified and managed as follows: (6]

In Place with CCW NotinPlace  NotApplicable

« New security vulnerabilities are identified using industry-recognized sources for security vulnerability
information, including alerts from international and national computer emergency response teams (CERTS).

« Vulnerabilities are assigned a risk ranking based on industry best practices and consideration of potential
impact.

* Risk rankings identify, at a minimum, all vulnerabilities considered to be a high-risk or critical to the
environment.

2. All system components are protected from known vulnerabilities by installing applicable security patches/updates ()
as follows:

l’ In Place with CCW NotinPlace  NotApplicable

« Critical or high-security patches/updates (identified according to the risk ranking process at Requirement
6.3.1) are installed within one month of release.

Continue
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63 Click "Continue"

Home  MyAccount Contact O cHAT

(globalpayments —

(@ Merchant Information @ Questionnaire Selection Questionnaire Network S

Questionnaire B-IP 7oz

You have completed 4 of 12 sections Show all Sections

Section 5 Develop and Maintain Secure Systems and Software

15 Security vulnerabilities are identified and managed as follows: ® In Place with CCW

» New security vulnerabilities are identified using industry-recognized sources for security vulnerability
information, including alerts from international and national computer emergency response teams (CERTs).

* Vulnerabilities are assigned a risk ranking based on industry best practices and consideration of potential
impact.

« Risk rankings identify, at a minimum, all vulnerabilities considered to be a high-risk or critical to the
environment.

2]

2, All system components are protected from known vulnerabilities by installing applicable security patches/updates
as follows:

® In Place with CCW

« Critical or high-security patches/updates (identified according to the risk ranking process at Requirement
6.3.1) are installed within one month of release.
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64 Click "Section 6"

Logout EnglishUs '

Home MyAccount ContactUs (O CHAT

.
(global payments Summary Questionnaire Documents Users Resources
(@ Merchant Information (@ Questionnaire Selection Questionnaire etwork Sca Review and Sig
Questionnaire B-IP  #7ose
Please continue through all sections until complete.
SECTION 1 Pass. SECTION 2 Pass SECTION3 Pass
Install and maintain network security controls Apply Secure Configurations to All System Protect Stored Account Data
> Components >
7 Questions 4 Questions 6 Questions
SECTION 4 Pass SECTION 5 Pass SECTION 6 . Not Started
Protect Cardholder Data with Strong Develop and Maintain Secure Systems and Restrict Acceg§ to Systerﬁf'tomponents and
Cryptography During Transmission Over Open, Software cardholder Data by Busine's Need to Know g
Public Networks | 4
1 Question 2 Questions 1 Question
SECTION 7 Not Started SECTION 8 Not Started SECTIONS Not Started
Identify Users and Authenticate Access to Restrict Physical Access to Cardholder Data Test Security of Systems and Networks
System Components > > Regularly >
4 Questions 12 Questions 2 Questions

65 Click "In Place"

elli - 5436845560375734

Home MyAccount ContactUs (O CHAT

Summary Questionnaire Documents Users Resources

(globalpayments

(@ Merchant Information (@ Questionnaire Selection Questionnaire Network

Questionnaire B-IP  eoee Change Questionnaire

You have completed 5 of 12 sections Show all Sections

Section 6 Restrict Access to System Components and Cardholder Data by Business Need to Know

2 Access is assigned to users, including privileged users, based on: ® In Place | ] In Place with CCW NotinPlace. NotApplicable

* Job classification and function.

* Least privileges necessary to perform job responsibilities.
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66 Click "Continue"

Home MyAccount ContactUs (O CHAT

Logout  EnglishUS
.
(gIObal payments Summary  Questionnaire Documents ~ Users  Resources

(@ Merchant Information © Questionnaire Selection Questionnaire etwork Scan eview and Sign

Questionnaire B-IP gre Change Questionnaire

You have completed 5 of 12 sections Show all Sections

Section 6 Restrict Access to System Components and Cardholder Data by Business Need to Know

E e Access is assigned to users, including privileged users, based on: In Place with CCW NotinPlace  NotApplicable

* Job classification and function.

* Least privileges necessary to perform job responsibilities.
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67 Click "Section 7"

Please continue through all sections until complete. -

SECTION 1 Pass

Install and maintain network security controls

SECTION 2 Pass

Apply Secure Configurations to All System

SECTION 3 Pass

Protect Stored Account Data

> Components > >
7 Questions 4 Questions 6 Questions
SECTION 4 Pass SECTIONS Pass SECTION 6 Pass
Protect Cardholder Data with Strong Develop and Maintain Secure Systems and Restrict Access to System Components and
Cryptography During Transmission Over Open, N Software N Cardholder Data by Business Need to Know 5
Public Networks
1 Question 2 Questions 1 Question
SECTION 7 Not Started | SECTION 8 [NotStarted SECTION9 [Nottarted
Identify Users and Authenticate ficcess to Restrict Physical Access to Cardholder Data Test Security of Systems and Networks
System Components > > Regularly >
4 Questions 12 Questions 2 Questions
SECTION 10 Not Started | SECTION 11 [Not Started SECTION 12
Support Information Security with Network Scan Progress Report and Charts
Organizational Policies and Programs > > >
10 Questions
8 n n
68 Click "In Place
Home My Account Contact Us D cHAT Welcome Pl ip Spinelli - 5436845560375734 Logout English U! i
.
(global payl I Ients Summary Questionnaire Documents Users Resources
(@ Merchant Information ) Questionnaire Selection Questionnaire Network Scan Review and Sign
Questionnaire B-IP  ~ Change Questionnaire
You have completed 6 of 12 sections Show all Sections
Section 7 Identify Users and Authenticate Access to System Components
0%
i B All security policies and operational procedures that are identified in Requirement 8 are: ® n Place with CCW NotinPlace. NotApplicable
* Documented.
* Keptup to date.
* Inuse.
« Known to all affected parties.
2. Group, shared, or generic accounts, or other shared authentication credentials are only used when necessary on ® In Place In Place with CCW NotinPlace  NotApplicable

an exception basis, and are managed as follows:

Account use is prevented unless needed for an exceptional circumstance.

Use is limited to the time needed for the exceptional circumstance.

Business justification for use is documented.

Use is explicitly approved by management.

Individual user identity is confirmed before access to an account is granted.

« Every action taken is attributable to an individual user.
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Home  MyAccount Contact D cHAT

(globalpayments

(@ Merchant Information ) Questionnaire Selection Questionnaire

Questionnaire B-IP e

You have completed 6 of 12 sections Show all Sections

Section 7 Identify Users and Authenticate Access to System Components

1: All security policies and operational procedures that are identified in Requirement 8 are:

* Documented.
« Kept up to date.
* Inuse.

« Known to all affected parties.

2. Group, shared, or generic accounts, or other shared authentication credentials are only used when necessary on
an exception basis, and are managed as follows:
* Account use is prevented unless needed for an exceptional circumstance.
* Useis limited to the time needed for the exceptional circumstance.
« Business justification for use is documented.
* Useis explicitly approved by management.
« Individual user identity is confirmed before access to an account is granted.

« Every action taken is attributable to an individual user.
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70 Click "In Place"

* Documented.
* Keptup to date.
e Inuse.

« Known to all affected parties.

2:, Group, shared, or generic accounts, or other shared authentication credentials are only used when necessary on ® In Place with CCW
an exception basis, and are managed as follows:

Account use is prevented unless needed for an exceptional circumstance.

Use is limited to the time needed for the exceptional circumstance.

Business justification for use is documented.

Use is explicitly approved by management.

Individual user identity is confirmed before access to an account is granted.

Every action taken is attributable to an individual user.

3. Accounts used by third parties to access, support, or maintain system components via remote access are managed () In Place with CCW
as follows:
* Enabled only during the time period needed and disabled when not in use.

* Useis monitored for unexpected activity.

4. MFAis implemented for all remote network access originating from outside the entity's network that could access &) In Place In Place with CCW
orimpact the CDE as follows:

« All remote access by all personnel, both users and administrators, originating from outside the entity's
network.

« All remote access by third parties and vendors.

71 Click "In Place"

* Documented.
* Keptup todate.
* Inuse.

« Known to all affected parties.

2, Group, shared, or generic accounts, or other shared authentication credentials are only used when necessary on ®
an exception basis, and are managed as follows:

In Place with CCW

Account use is prevented unless needed for an exceptional circumstance.

Use is limited to the time needed for the exceptional circumstance.

« Business justification for use is documented.

Use is explicitly approved by management.

Individual user identity is confirmed before access to an account is granted.

Every action taken is attributable to an individual user.

3. Accounts used by third parties to access, support, or maintain system components via remote access are managed () In Place with CCW
as follows:

« Enabled only during the time period needed and disabled when not in use.

* Useis monitored for unexpected activity.

4. MFAis implemented for all remote network access originating from outside the entity's network that could access () Place with CCW
orimpact the CDE as follows:

« All remote access by all personnel, both users and administrators, originating from outside the entity's
network.

« All remote access by third parties and vendors.
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72 Click "Continue"

« Documented.
* Keptup todate.
o Inuse.

« Known to all affected parties.

2%, Group, shared, or generic accounts, or other shared authentication credentials are only used when necessary on ®
an exception basis, and are managed as follows:

Account use is prevented unless needed for an exceptional circumstance.

Use is limited to the time needed for the exceptional circumstance.

Business justification for use is documented.

Use is explicitly approved by management.

Individual user identity is confirmed before access to an account is granted.

Every action taken is attributable to an individual user.

3. Accounts used by third parties to access, support, or maintain system components via remote access are managed ()
as follows:

« Enabled only during the time period needed and disabled when not in use.

« Useis monitored for unexpected activity.

4., MFA is implemented for all remote network access originating from outside the entity's network that could access ()
orimpact the CDE as follows:

« All remote access by all personnel, both users and administrators, originating from outside the entity's
network.

« All remote access by third parties and vendors.
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73 Click "Section 8"

Please continue through all sections until complete.

SECTION 1 Pass

Install and maintain network security controls

SECTION2 Pass

Apply Secure Configurations to All System

SECTION3 [Pass

Protect Stored Account Data

> Components > >
7 Questions 4 Questions 6 Questions
SECTION 4 Pass| SECTIONS Pass. SECTION 6 [Pass |
Protect Cardholder Data with Strong Develop and Maintain Secure Systems and Restrict Access to System Components and
Cryptography During Transmission Over Open, N Software N Cardholder Data by Business Need to Know 5
Public Networks
1 Question 2 Questions 1 Question
SECTION 7 ;15§ SECTION 8 | Not Started SECTION9 | Not Started |
Identify Users and Authenticate Access to Restrict Physical Acgéss to Cardholder Data Test Security of Systems and Networks
System Components > > Regularly >
4 Questions 12 Questions 2 Questions
S’
SECTION 10 Not Started | SECTION 11 [Not started SECTION 12
Support Information Security with Network Scan Progress Report and Charts
Organizational Policies and Programs > > >
10 Questions
8 " n
74 Click "In Place
Questionnaire B-IP 1 #omes Change Questionnaire
You have completed 7 of 12 sections Show all Sections
Section 8 Restrict Physical Access to Cardholder Data
0%

15 All security policies and operational procedures that are identified in Requirement 9 are: ® In Place with CCW NotinPlace  NotApplicable

* Documented.

* Keptup to date.

* Inuse.

« Known to all affected parties.
2., Physical and/or logical controls are implemented to restrict use of publicly accessible network jacks within the (0] In Place In Place with CCW Notin Place  NotApplicable

facility.
3. All media with cardholder data is physically secured. ® In Place In Place with CCW NotinPlace  NotApplicable
4, Offline media backups with cardholder data are stored in a secure location. ® In Place In Place with CCW NotinPlace  NotApplicable
5. All media with cardholder data is classified in accordance with the sensitivity of the data. ® In Place In Place with CCW NotinPlace  NotApplicable
6. Media with cardholder data sent outside the facility is secured as follows: ® In Place In Place with CCW NotinPlace  NotApplicable

« Media is sent by secured courier or other delivery method that can be accurately tracked.
e Management approves all media with cardholder data that is moved outside the facility (including when mediais & In Place In Place with CCW NotinPlace  NotApplicable

distributed to individuals).
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75 Click "In Place"

Questionnaire B-IP 1 #oees

You have completed 7 of 12 sections Show all Sections

Section 8 Restrict Physical Access to Cardholder Data

1% All security policies and operational procedures that are identified in Requirement 9 are:

* Documented.
* Keptup todate.
e Inuse.

« Known to all affected parties.

2% Physical and/or logical controls are implemented to restrict use of publicly accessible network jacks within the
facility.

3. All media with cardholder data is physically secured.

4. Offline media backups with cardholder data are stored in a secure location.
5 All media with cardholder data is classified in accordance with the sensitivity of the data.
6. Media with cardholder data sent outside the facility is secured as follows:

« Media is sent by secured courier or other delivery method that can be accurately tracked.

¥ Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).
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Change Questionnaire

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Not Applicable

Not Applicable
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Not Applicable
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76 Click "In Place"

Questionnaire B-IP 1 #oees Change Questionnaire

You have completed 7 of 12 sections Show all Sections

Section 8 Restrict Physical Access to Cardholder Data

0%
1% All security policies and operational procedures that are identified in Requirement 9 are: ® In Place with CCW NotinPlace  NotApplicable
* Documented.
* Keptup to date.
* Inuse.
« Known to all affected parties.
2% Physical and/or logical controls are implemented to restrict use of publicly accessible network jacks within the ® In Place with CCW NotinPlace  NotApplicable
facility.
3. All media with cardholder data is physically secured. ® n Place with CCW NotinPlace  NotApplicable
4. Offline media backups with cardholder data are stored in a secure location. ® In Place In Place with CCW NotinPlace  NotApplicable
5. All media with cardholder data is classified in accordance with the sensitivity of the data. ® In Place In Place with CCW NotinPlace  NotApplicable
6. Media with cardholder data sent outside the facility is secured as follows: ® In Place In Place with CCW NotinPlace  NotApplicable
* Media is sent by secured courier or other delivery method that can be accurately tracked.
T Management approves all media with cardholder data that is moved outside the facility (including when mediais & In Place In Place with CCW NotinPlace  NotApplicable

distributed to individuals).

77 Click "In Place"

Questionnaire B-IP 1 #omes Change Questionnaire

You have completed 7 of 12 sections Show all Sections

Section 8 Restrict Physical Access to Cardholder Data

%
1 All security policies and operational procedures that are identified in Requirement 9 are: ® In Place with CCW NotinPlace  NotApplicable
* Documented.
* Keptup to date.
* Inuse.
« Known to all affected parties.
2. Physical and/or logical controls are implemented to restrict use of publicly accessible network jacks within the ® In Place with CCW NotinPlace  NotApplicable
facility.
3. All media with cardholder data is physically secured. @ m In Place with CCW NotinPlace.  NotApplicable
4, Offline media backups with cardholder data are stored in a secure location. [0} In Place with CCW NotinPlace. NotApplicable
5. All media with cardholder data is classified in accordance with the sensitivity of the data. ® InPlace In Place with CCW NotinPlace  NotApplicable
6. Media with cardholder data sent outside the facility is secured as follows: 0} In Place In Place with CCW NotinPlace. NotApplicable
* Media is sent by secured courier or other delivery method that can be accurately tracked.
e Management approves all media with cardholder data that is moved outside the facility (including when mediais & In Place In Place with CCW NotinPlace  NotApplicable

distributed to individuals).

Made with Scribe - https://scribe.com




78 Click "In Place"

Questionnaire B-IP 1 #oees Change Questionnaire

You have completed 7 of 12 sections Show all Sections

Section 8 Restrict Physical Access to Cardholder Data

0%
15 All security policies and operational procedures that are identified in Requirement 9 are: ® In Place with CCW Notin Place  NotApplicable
* Documented.
* Keptup todate.
e Inuse.
« Known to all affected parties.
2. Physical and/or logical controls are implemented to restrict use of publicly accessible network jacks within the ® In Place with CCW NotinPlace  NotApplicable
facility.
3. All media with cardholder data is physically secured. ® In Place with CCW NotinPlace  NotApplicable
4. Offline media backups with cardholder data are stored in a secure location. ® M In Place with CCW NotinPlace  NotApplicable
;. All media with cardholder data is classified in accordance with the sensitivity of the data. ® In Place with CCW NotinPlace  NotApplicable
6. Media with cardholder data sent outside the facility is secured as follows: ® In Place In Place with CCW NotinPlace  NotApplicable
« Media is sent by secured courier or other delivery method that can be accurately tracked.
¥ Management approves all media with cardholder data that is moved outside the facility (including when mediais In Place In Place with CCW NotinPlace  NotApplicable

distributed to individuals).
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Click "In Place"

Questionnaire B-IP 1 #oees

You have completed 7 of 12 sections Show all Sections

Section 8 Restrict Physical Access to Cardholder Data

80

10.

All security policies and operational procedures that are identified in Requirement 9 are:

* Documented.
* Keptup to date.
* Inuse.

« Known to all affected parties.

Physical and/or logical controls are implemented to restrict use of publicly accessible network jacks within the
facility.

All media with cardholder data is physically secured.
Offline media backups with cardholder data are stored in a secure location.
All media with cardholder data is classified in accordance with the sensitivity of the data.

Media with cardholder data sent outside the facility is secured as follows:

* Media is sent by secured courier or other delivery method that can be accurately tracked.

Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

Click "In Place"

Offline media backups with cardholder data are stored in a secure location.
All media with cardholder data is classified in accordance with the sensitivity of the data.

Media with cardholder data sent outside the facility is secured as follows:

* Media is sent by secured courier or other delivery method that can be accurately tracked.

Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as
follows:
* Materials are cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed.

* Materials are stored in secure storage containers prior to destruction.

POI devices that capture payment card data via direct physical interaction with the payment card form factor are
protected from tampering and unauthorized substitution, including the following:

« Maintaining a list of POl devices.

« Periodically inspecting POI devices to look for tampering or unauthorized substitution.

« Training personnel to be aware of suspicious behavior and to report tampering or unauthorized substitution
of devices.

An up-to-date list of POI devices is maintained, including:

* Make and model of the device.
« Location of device.

« Device serial number or other methods of unique identification.
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10.

Click "In Place"

Offline media backups with cardholder data are stored in a secure location.
All media with cardholder data is classified in accordance with the sensitivity of the data.

Media with cardholder data sent outside the facility is secured as follows:

* Media is sent by secured courier or other delivery method that can be accurately tracked.

Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as
follows:
* Materials are cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed.

« Materials are stored in secure storage containers prior to destruction.

POI devices that capture payment card data via direct physical interaction with the payment card form factor are
protected from tampering and unauthorized substitution, including the following:

« Maintaining a list of POl devices.

« Periodically inspecting POI devices to look for tampering or unauthorized substitution.

« Training personnel to be aware of suspicious behavior and to report tampering or unauthorized substitution
of devices.

An up-to-date list of POI devices is maintained, including:
* Make and model of the device.
* Location of device.

« Device serial number or other methods of unique identification.
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10.

11,

12,

Click "In Place"

Offline media backups with cardholder data are stored in a secure location. ®
All media with cardholder data is classified in accordance with the sensitivity of the data. ®
Media with cardholder data sent outside the facility is secured as follows: ®

« Media is sent by secured courier or other delivery method that can be accurately tracked.

Management approves all media with cardholder data that is moved outside the facility (including when mediais
distributed to individuals).

Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons,as ()
follows:
* Materials are cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed.

* Materials are stored in secure storage containers prior to destruction.

POI devices that capture payment card data via direct physical interaction with the payment card form factorare
protected from tampering and unauthorized substitution, including the following:

« Maintaining a list of POI devices.

« Periodically inspecting POI devices to look for tampering or unauthorized substitution.

« Training personnel to be aware of suspicious behavior and to report tampering or unauthorized substitution
of devices.

An up-to-date list of POI devices is maintained, including: o

* Make and model of the device.
* Location of device.

« Device serial number or other methods of unique identification.

Click "In Place"

Hard-copy materials with caraholder data are destroyed when no longer needed for business or legal reasons, as ()
follows:
* Materials are cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed.

* Materials are stored in secure storage containers prior to destruction.

POI devices that capture payment card data via direct physical interaction with the payment card form factorare
protected from tampering and unauthorized substitution, including the following:

« Maintaining a list of POI devices.

« Periodically inspecting POI devices to look for tampering or unauthorized substitution.

« Training personnel to be aware of suspicious behavior and to report tampering or unauthorized substitution
of devices.

An up-to-date list of POI devices is maintained, including: ®

* Make and model of the device.
* Location of device.

« Device serial number or other methods of unique identification.

POI device surfaces are periodically inspected to detect tampering and unauthorized substitution. ®

Training is provided for in POl envi to be aware of tampering or replacement of POl ()
devices, and includes:

Verifying the identity of any third-party persons claiming to be repair or maintenance personnel, before
granting them access to modify or troubleshoot devices.

Procedures to ensure devices are not installed, replaced, or returned without verification.

Being aware of suspicious behavior around devices.

Reporting suspicious behavior and indications of device tampering or substitution to appropriate personnel.
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10.

11,

12,

Click "In Place"

Hard-copy materials with cardnolder data are destroyed when no longer needed for business or legal reasons,as () In Place In Place with CCW
follows:
« Materials are cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed.

« Materials are stored in secure storage containers prior to destruction.

POI devices that capture payment card data via direct physical interaction with the payment card form factorare () In Place with CCW
protected from tampering and unauthorized substitution, including the following:

« Maintaining a list of POI devices.
» Periodically inspecting POI devices to look for tampering or unauthorized substitution.

« Training personnel to be aware of suspicious behavior and to report tampering or unauthorized substitution
of devices.

An up-to-date list of POI devices is maintained, including: ® In Place with CCW

* Make and model of the device.
« Location of device.

« Device serial number or other methods of unique identification.

POl device surfaces are periodically inspected to detect tampering and unauthorized substitution. (0] n Place with CCW

Training is provided for personnel in POl environments to be aware of tampering or of POl & In Place In Place with CCW
devices, and includes:

Verifying the identity of any third-party persons claiming to be repair or maintenance personnel, before
granting them access to modify or troubleshoot devices.

Procedures to ensure devices are not installed, replaced, or returned without verification.

Being aware of suspicious behavior around devices.

Reporting suspicious behavior and indications of device tampering or substitution to appropriate personnel.
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10.

11,

12,
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10.

11,

12,

Click "In Place"

Hard-copy materials with caranolder data are destroyed when no longer needed for business or legal reasons, as () In Place In Place with CCW
follows:
* Materials are cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed.

« Materials are stored in secure storage containers prior to destruction.

POI devices that capture payment card data via direct physical interaction with the payment card form factorare & In Place with CCW
protected from tampering and unauthorized substitution, including the following:

« Maintaining a list of POl devices.
« Periodically inspecting POI devices to look for tampering or unauthorized substitution.

« Training personnel to be aware of suspicious behavior and to report tampering or unauthorized substitution
of devices.

An up-to-date list of POI devices is maintained, including: ® In Place with CCW

* Make and model of the device.
* Location of device.

« Device serial number or other methods of unique identification.

POI device surfaces are periodically inspected to detect tampering and unauthorized substitution. ® m In Place with CCW

Training is provided for personnel in POl environments to be aware of attempted tampering or replacement of POl () n Place with CCW
devices, and includes:

Verifying the identity of any third-party persons claiming to be repair or maintenance personnel, before
granting them access to modify or troubleshoot devices.

Procedures to ensure devices are not installed, replaced, or returned without verification.

Being aware of suspicious behavior around devices.

Reporting suspicious behavior and indications of device tampering or substitution to appropriate personnel.

Click "Continue"

* Materials are cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed.

« Materials are stored in secure storage containers prior to destruction.

POI devices that capture payment card data via direct physical interaction with the payment card form factorare In Place with CCW
protected from tampering and unauthorized substitution, including the following:

« Maintaining a list of POI devices.
» Periodically inspecting POI devices to look for tampering or unauthorized substitution.

« Training personnel to be aware of suspicious behavior and to report tampering or unauthorized substitution
of devices.

An up-to-date list of POI devices is maintained, including: ® In Place with CCW

* Make and model of the device.
« Location of device.

« Device serial number or other methods of unique identification.

POl device surfaces are periodically inspected to detect tampering and unauthorized substitution. ® In Place with CCW

Training is provided for personnel in POl environments to be aware of tampering or of POl & In Place with CCW
devices, and includes:

Verifying the identity of any third-party persons claiming to be repair or maintenance personnel, before
granting them access to modify or troubleshoot devices.

Procedures to ensure devices are not installed, replaced, or returned without verification.

Being aware of suspicious behavior around devices.

Reporting suspicious behavior and indications of device tampering or substitution to appropriate personnel.
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87 Click "Section 9"

Please continue through all sections until complete.

SECTION 1 Pass |

Install and maintain network security controls

SECTION 2 Pass

Apply Secure Configurations to All System

SECTION3 [Pass

Protect Stored Account Data

> Components > >
7 Questions 4 Questions 6 Questions
SECTION 4 Pass | SECTION 5 Pass SECTION 6 | Pass
Protect Cardholder Data with Strong Develop and Maintain Secure Systems and Restrict Access to System Components and
Cryptography During Transmission Over Open, N Software N Cardholder Data by Business Need to Know N
Public Networks
1 Question 2 Questions 1 Question
SECTION 7 Pass | SECTION8 Pass SECTIONO [Not Started |
Identify Users and Authenticate Access to Restrict Physical Access to Cardholder Data Test Security/o nd Networks
System Components > > Regularly >
4 Questions 12 Questions 2 Questions
SECTION 10 Not Started | SECTION 11 Not Started SECTION 12
Support Information Security with Network Scan Progress Report and Charts
Organizational Policies and Programs > > >

10 Questions
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88 Click "In Place"

Home MyAccount ContactUs (O CHAT

(globalpayments

(© Merchant Information @ Questionnaire Selection Questionnaire

Questionnaire B-IP  +roee

You have completed 8 of 12 sections Show all Sections

Section 9 Test Security of Systems and Networks Regularly
0%

1. External vulnerability scans are performed as follows:

At least once every three months.

By a PCI SSC Approved Scanning Vendor (ASV)

Vulnerabilities are resolved and ASV Program Guide requirements for a passing scan are met.

.

Rescans are performed as needed to confirm that vulnerabilities are resolved per the ASV Program Guide
requirements for a passing scan.

2. If segmentation is used to isolate the CDE from other networks, penetration tests are performed on segmentation ()

controls as follows:

.

At least once every 12 months and after any changes to segmentation controls/methods

Covering all segmentation controls/methods in use.

Confirming that the segmentation control are i and effective, and isolate the CDE from
all out-of-scope systems.

Confirming effectiveness of any use of isolation to separate systems with differing security levels (see
Requirement 2.2.3).

89 Click "In Place"

Home MyAccount ContactUs [O CHAT
(globalpayments
(@ Merchant Information (@ Questionnaire Selection Questionnaire

Questionnaire B-IP 7oz

You have completed 8 of 12 sections Show all Sections

Section 9 Test Security of Systems and Networks Regularly

b External vulnerability scans are performed as follows: ®

.

At least once every three months.

By a PCI SSC Approved Scanning Vendor (ASV)

Vulnerabilities are resolved and ASV Program Guide requirements for a passing scan are met.

Rescans are performed as needed to confirm that vulnerabilities are resolved per the ASV Program Guide
requirements for a passing scan.

2+ If segmentation is used to isolate the CDE from other networks, penetration tests are performed on segmentation
controls as follows:

At least once every 12 months and after any changes to segmentation controls/methods

Covering all segmentation controls/methods in use.

Confirming that the segmentation controls/methods are operational and effective, and isolate the CDE from
all out-of-scope systems.

Confirming effectiveness of any use of isolation to separate systems with differing security levels (see
Requirement 2.2.3).
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Change Questionnaire
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Summary Questionnaire Documents
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Not Applicable

Logout  EnglishUS
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Not Applicable
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90 Click "Continue"

Questionnaire B-IP 7oz Change Questionnaire

You have completed 8 of 12 sections Show all Sections

Section 9 Test Security of Systems and Networks Regularly

1. External vulnerability scans are performed as follows: ® In Place with CCW NotinPlace  NotApplicable

At least once every three months.

By a PCI SSC Approved Scanning Vendor (ASV)

Vulnerabilities are resolved and ASV Program Guide requirements for a passing scan are met.

Rescans are performed as needed to confirm that vulnerabilities are resolved per the ASV Program Guide
requirements for a passing scan.

2. If segmentation is used to isolate the CDE from other networks, penetration tests are performed on segmentation () In Place with CCW NotinPlace  NotApplicable
controls as follows:

At least once every 12 months and after any changes to segmentation controls/methods

Covering all segmentation controls/methods in use.

Confirming that the segmentation controls/methods are operational and effective, and isolate the CDE from
all out-of-scope systems.

Confirming effectiveness of any use of isolation to separate systems with differing security levels (see
Requirement 2.2.3).

Performed by a qualified internal resource or qualified external third party.

Organizational independence of the tester exists (not required to be a QSA or ASV).
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01 Click "Section 10"

Please continue through all sections until complete.

SECTION 1 Pass

Install and maintain network security controls

SECTION2 Pass

Apply Secure Configurations to All System

SECTION 3

Protect Stored Account Data

Pass

> Components > >
7 Questions 4 Questions 6 Questions
SECTION 4 Pass SECTION 5 Pass SECTION 6 Pass
Protect Cardholder Data with Strong Develop and Maintain Secure Systems and Restrict Access to System Components and
Cryptography During Transmission Over Open, N Software N Cardholder Data by Business Need to Know N
Public Networks
1 Question 2 Questions 1 Question
SECTION 7 Pass SECTION 8 Pass. SECTION 9 Pass
Identify Users and Authenticate Access to Restrict Physical Access to Cardholder Data Test Security of Systems and Networks
System Components > > Regularly >
4 Questions 12 Questions 2 Questions
SECTION 10 No(s?.med'\ SECTION 11 | Not Started SECTION 12
Support Information Sedurity with Network Scan Progress Report and Charts
Organizational Policies aad Programs > > >

10 Questions

02 Click "In Place"

Home count  ContactUs D CHAT

5436845560375734

Logout  En;

Resources

Change Questionnaire

.
(global payl I |ents Summary Questionnaire Documents Users
(@ Merchant Information ) Questionnaire Selection Questionnaire Network Scan Review and Sign
Questionnaire B-IP
You have completed 9 of 12 sections Show all Sections
Section 10 Support Information Security with Organizational Policies and Programs
0%
1% An overall information security policy is: ® In Place with CCW Notin Place
« Established.
* Published.
* Maintained.
« Disseminated to all relevant personnel, as well as to relevant vendors and business partners.
2. The information security policy is: o) In Place InPlace with CCW  Notin Place
* Reviewed at least once every 12 months.
* Updated as needed to reflect changes to business objectives or risks to the environment.
3. The security policy clearly defines information security roles and responsibilities for all personnel, and all [6) In Place In Place with CCW Notin Place
personnel are aware of and acknowledge their information security responsibilities.
4, Anincident response plan exists and is ready to be activated in the event of a suspected or confirmed security ® In Place In Place with CCW Notin Place
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03 Click "In Place"

Home  MyAccount Contact D cHAT

(globalpayments

(@ Merchant Information ) Questionnaire Selection Questionnaire

Questionnaire B-IP e

You have completed 9 of 12 sections Show all Sections

Section 10 Support Information Security with Organizational Policies and Programs

1: An overall information security policy is:

 Established.
* Published.
* Maintained.

« Disseminated to all relevant personnel, as well as to relevant vendors and business partners.

2% The information security policy is:

* Reviewed at least once every 12 months.

» Updated as needed to reflect changes to business objectives or risks to the environment.

3. The security policy clearly defines information security roles and responsibilities for all personnel, and all
personnel are aware of and acknowledge their information security responsibilities.

4., An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security
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94 Click "In Place"

Home MyAccount ContactUs (O CHAT

(globalpayments

(@ Merchant Information @ Questionnaire Selection Questionnaire

Questionnaire B-IP -~

You have completed 9 of 12 sections Show all Sections

Section 10 Support Information Security with Organizational Policies and Programs

0%

kB An overall information security policy is:

« Established.
* Published.
* Maintained.

« Disseminated to all relevant personnel, as well as to relevant vendors and business partners.

2. The information security policy is:

* Reviewed at least once every 12 months.

* Updated as needed to reflect changes to business objectives or risks to the environment.

3. The security policy clearly defines information security roles and responsibilities for all personnel, and all
personnel are aware of and acknowledge their information security responsibilities.

4., An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security

O5 Click "In Place"

3. The security policy clearly defines information security roles and responsibilities for all personnel, and all
personnel are aware of and acknowledge their information security responsibilities.

4. An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security
incident.
5. Aformal security program is i to make all personnel aware of the entity’s information

security policy and procedures, and their role in protecting the cardholder data.

6. Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security
of account data is maintained, including a description for each of the services provided.

A Written agreements with TPSPs are maintained as follows:

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the

extent that they could impact the security of the entity's CDE.

8. An i processis i for engaging TPSPs, including proper due diligence prior to engagement.
9. A program is implemented to monitor TPSPs’ PCI DSS compliance status at least once every 12 months.
10. Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by

the entity, and any that are shared between the TPSP and the entity.
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06 Click "In Place"

3. The security policy clearly defines information security roles and responsibilities for all personnel, and all ® In Place with CCW NotinPlace  Not Applicable
personnel are aware of and acknowledge their information security responsibilities.

4, An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security ® In Place with CCW NotinPlace  NotApplicable
incident.
5. Aformal security program isimpl d to make all aware of the entity's information ® In Place with CCW NotinPlace  NotApplicable

security policy and procedures, and their role in protecting the cardholder data.

6. Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security (&) In Place In Place with CCW NotinPlace  NotApplicable
of account data is maintained, including a description for each of the services provided.

e Written agreements with TPSPs are maintained as follows: [0} In Place In Place with CCW NotinPlace  NotApplicable

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written ag| include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

8. An i processis i for engaging TPSPs, including proper due diligence prior to engagement. ® In Place In Place with CCW NotinPlace  NotApplicable
9. A program is implemented to monitor TPSPs’” PCI DSS compliance status at least once every 12 months. ® In Place In Place with CCW NotinPlace  NotApplicable
10.  Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by (& In Place In Place with CCW NotinPlace  NotApplicable

the entity, and any that are shared between the TPSP and the entity.

ontinue
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97

10.

98

9.

10.

Click "In Place"

The security policy clearly defines information security roles and responsibilities for all personnel, and all
personnel are aware of and acknowledge their information security responsibilities.

An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security
incident.

Aformal security program isi to make all aware of the entity's information

security policy and procedures, and their role in protecting the cardholder data.

Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security
of account data is maintained, including a description for each of the services provided.

Written agreements with TPSPs are maintained as follows:

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written agi include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

An i processis i for engaging TPSPs, including proper due diligence prior to engagement.

A program is implemented to monitor TPSPs’ PCI DSS compliance status at least once every 12 months.

Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by
the entity, and any that are shared between the TPSP and the entity.

Click "In Place"

The security policy clearly defines information security roles and responsibilities for all personnel, and all
personnel are aware of and acknowledge their information security responsibilities.

An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security
incident.

Aformal security program is i to make all aware of the entity's information

security policy and procedures, and their role in protecting the cardholder data.

Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security
of account data is maintained, including a description for each of the services provided.

Written agreements with TPSPs are maintained as follows:

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written ag| include acl
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the

extent that they could impact the security of the entity's CDE.

from TPSPs that they are responsible for the security of

An i processis i for engaging TPSPs, including proper due diligence prior to engagement.

A program is implemented to monitor TPSPs’ PCI DSS compliance status at least once every 12 months.

Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by
the entity, and any that are shared between the TPSP and the entity.
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99

10.

Click "In Place"

The security policy clearly defines information security roles and responsibilities for all personnel, and all
personnel are aware of and acknowledge their information security responsibilities.

An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security
incident.

Aformal security program is i d to make all aware of the entity's information
security policy and procedures, and their role in protecting the cardholder data.

Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security
of account data is maintained, including a description for each of the services provided.

Written agreements with TPSPs are maintained as follows:

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written ag| include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

An i processis i for engaging TPSPs, including proper due diligence prior to engagement.

A program is implemented to monitor TPSPs’” PCI DSS compliance status at least once every 12 months.

Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by
the entity, and any that are shared between the TPSP and the entity.
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100 Click "In Place"

3. The security policy clearly defines information security roles and responsibilities for all personnel, and all ®
personnel are aware of and acknowledge their information security responsibilities.

In Place with CCW NotinPlace  NotApplicable

4. An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security ® In Place with CCW NotinPlace  NotApplicable
incident.
5. Aformal security program isi to make all aware of the entity's information ® In Place with CCW NotinPlace  NotApplicable

security policy and procedures, and their role in protecting the cardholder data.

6. Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security ()
of account data is maintained, including a description for each of the services provided.

In Place with CCW NotinPlace.  NotApplicable

T Written agreements with TPSPs are maintained as follows: ® In Place with CCW NotinPlace  NotApplicable

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written agi include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

8. An i processis i for engaging TPSPs, including proper due diligence prior to engagement. ® m In Place with CCW NotinPlace  NotApplicable
9. A program is implemented to monitor TPSPs’ PCI DSS compliance status at least once every 12 months. ® In Place with CCW NotinPlace  NotApplicable
10. Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managedby (& In Place In Place with CCW NotinPlace  NotApplicable

the entity, and any that are shared between the TPSP and the entity.

inue

101 Click "In Place"

3. The security policy clearly defines information security roles and responsibilities for all personnel, and all o
personnel are aware of and acknowledge their information security responsibilities.

In Place with CCW NotinPlace. NotApplicable

4. An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security ®
incident.

In Place with CCW NotinPlace  NotApplicable

security policy and procedures, and their role in protecting the cardholder data.

6. Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security (&
of account data is maintained, including a description for each of the services provided.

In Place with CCW NotinPlace  NotApplicable

7. Written agreements with TPSPs are maintained as follows: [0} In Place with CCW NotinPlace  NotApplicable

5. Aformal security program is i to make all aware of the entity's information ® In Place with CCW NotinPlace  NotApplicable

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written ag| include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

8. An i process s il for engaging TPSPs, including proper due diligence prior to engagement. () In Place with CCW NotinPlace  Not Applicable
9. A program is implemented to monitor TPSPs’ PCI DSS compliance status at least once every 12 months. ® In Place with CCW NotinPlace  NotApplicable
10.  Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managedby In Place with CCW NotinPlace  Not Applicable

the entity, and any that are shared between the TPSP and the entity.

nue
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102 Click "Continue"

10.

The security policy clearly defines information security roles and responsibilities for all personnel, and all
personnel are aware of and acknowledge their information security responsibilities.

An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security
incident.

Aformal security program is i d to make all aware of the entity's information
security policy and procedures, and their role in protecting the cardholder data.

Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security
of account data is maintained, including a description for each of the services provided.

Written agreements with TPSPs are maintained as follows:

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written ag| include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

An established process is implemented for engaging TPSPs, including proper due diligence prior to engagement.

A program is implemented to monitor TPSPs’” PCI DSS compliance status at least once every 12 months.

Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by
the entity, and any that are shared between the TPSP and the entity.
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103 Click "Section 11 Network Scan"

You have successfully completed your questionnaire. Continue to initiate the Network Scan.

SECTION 1 Pass

Install and maintain network security controls

SECTION 2 Pass

Apply Secure Configurations to All System

SECTION3

Protect Stored Account Data

Pass

> Components > >
7 Questions 4 Questions 6 Questions
SECTION 4 Pass SECTION S Pass SECTION6 Pass
Protect Cardholder Data with Strong Develop and Maintain Secure Systems and Restrict Access to System Components and
Cryptography During Transmission Over Open, 5 Software g Cardholder Data by Business Need to Know N
Public Networks
1 Question 2 Questions 1 Question
SECTION 7 Pass SECTION 8 Pass SECTIONS Pass
Identify Users and Authenticate Access to Restrict Physical Access to Cardholder Data Test Security of Systems and Networks
System Components > > Regularly >
4 Questions 12 Questions 2 Questions

TN

SECTION 10 Pass SECTION 11 [Not Started | SECTION 12
Support Information Security with Network Scan Progress Report and Charts
Organizational Policies and Programs > > >

10 Questions

Network Scan Setup
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104 Click "Add Scan Target"

D CHAT Welcome Phillip Spinell - 5436845560375734 Logout  EnglishUS

Home  MyAccount ContactUs

.
(gIObaI payments Summary Questionnaire Scans v Documents Users Resources

(© Merchant Information (@ Questionnaire Selection © Questionnaire Network Scan Revie:

Network Scan Summary How to achieve ASV Compliance

ASV Compliance Status [notstarted .
Normal

To initiate network scan process, you need to have your IP Address/Domain scanned.
Scan Targets ¢ Scan Target Status Summary
105 Click the "Public IP address OR domain name" field.
ip Spinelli - 5436845560375734 Logout  EnglishUs

Home MyAccount ContactUs [D CHAT

.
(glObal payl | IentS Summary  Questionnaire  Scans v Documents ~ Users  Resources
(@ Merchant Information @ Questionnaire Selection © Questionnaire Network Scan Review and Sig

Network Scan Summary » Target Management

Scan Target (IP/Domain) can be added by manually typing, copying and pasting, or uploading a CSV/TXT file. Learn More

¢ We have detected that you are accessing our portal from IP address: 204.9.104.33. If this is the IP address your system processes credit card transactions on, enter this address when completing the Network Scan section. If your POS device

resides on a different IP address, enter that IP address when prompted in the Network Scan section.

Input Import From File IP Address/Domain Name Pool
Provide only scan targets that are owned and operated by your Scan targets can be deleted only if they have not been previously scanned. Targets included in scope are the set of IPs and /50
business. Each target must be either a public IP address or a domains to be included in the scan.

domain name. Do not include third-party services unless you

fully manage th@®/sterugd are responsible for its security. P ilable. P id at
% ) data availa case add a

|
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106 Type the Merchant's IP Address Enter"

107 Click "Add"

Network Scan Summary » Target Management

Scan Target (IP/Domain) can be added by manually typing, copying and pasting, or uploading a CSV/TXT file. Learn More

& We have detected that you are accessing our portal from IP address: 204.9.104.33. If this is the IP address your system processes credit card transactions on, enter this address when completing the Network Scan section. If your POS device

resides on a different IP address, enter that IP address when prompted in the Network Scan section.

Input Import From File IP Address/Domain Name Pool

Provide only scan targets that are owned and operated by your Scan targets can be deleted only if they have not been previously scanned. Targets included in scope are the set of IPs and 9/50
business. Each target must be either a public IP address ora domains to be included in the scan.

domain name. Do not include third-party services unless you

lymansee i Systemand arsiEsponsibic oniE seeunty; No data available. Please add at least one IP Address or Domain name.

1 151.204.211.206

2

~ (N
Return To Network Scan Summary
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108 Click "I confirm that I have permission..."

Confirmation

You must confirm that you are authorized to launch scans against these targets.

IP Address/Domain Name/IP Range

El.ZM.mh

| I conf‘m that | have perrlission to launch scans against these scan targets.

‘ Cancel ‘

109 Click "Continue"

Confirmation

You must confirm that you are authorized to launch scans against these targets.

IP Address/Domain Name/IP Range

151.204.211.206

@ | confirm that | have permission to launch scans against these scan targets.

Continue

Made with Scribe - https://scribe.com



110 Click "Return To Network Scan Summary"

Network Scan Summary » Target Management
Scan Target (IP/Domain) can be added by manually typing, copying and pasting, or uploading a CSV/TXT file. Learn More

the Network Scan section. If your POS device

¢+ We have detected that you are accessing our portal from IP address: 204.9.104.33. If this is the IP address your system processes credit card ions on, enter thi
resides on a different IP address, enter that IP address when prompted in the Network Scan section.

Input Import From File IP Address/Domain Name Pool

Provide only scan targets that are owned and operated by your Scan targets can be deleted only if they have not been previously scanned. Targets included in scope are the set of IPs and 10

business. Each target must be either a public IP address ora domains to be included in the scan.

domain name. Do not include third-party services unless you

fully manage the system and are responsible for its security. 1P Address Associated Domain Scan Status In-Scope DateAdded 1 Act

3 151.204.211.206 [ Not Started | v 10/14/2026 Del
< >
1Results 1 10 v
Clear

Re ;urn To Network St an Summary
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111 Click "Launch Scan"

Home MyAccount ContactUs [O CHAT Welcome Phillip. 5436845560375734 Logout  EnglishUs

.
(gIObal payl | Ients Summary Questionnaire Scans v Documents Users Resources
(@ Merchant Information (@ Questionnaire Selection @ Questionnaire Network Scan

Network Scan Summary How to achieve ASV Compliance

ASV Compliance Status [notstarted
Normal
To initiate network scan process, you need to have your IP Address/Domain scanned.

Scan Targets Manage Scan Targets Scan Target Status Summary

Schedule Scan: Create Schedule

112 Click "Close"

English

.
(gIObalpaymentS Summary  Questionnaire  Scansv  Documents  Users  Resources

@ Merchant Information @ Questionnaire Selection © Questionnaire @) Network Scan Review and Sign
Network Scan Summary How to achieve ASV Compliance
ASV Compliance Status [totstried | SCANTIMING -

Normal

To initiate network scan process, you need to have your IP Address/Domain scanned.

Confirmation X
Scan Targets © Manage Scan Ta
Scans may take five days or more to process. Please log in once the scan is complete to
continue.
Close
1
Total

Your scan target has not been scanned.

1 sore
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113 Click "Create Schedule"

Home MyAccount Contact D cHaT Welcome Phillip Spinelli - 5436845560375734 Logout  Englishus

.
(global payments Summary Questionnaire Scans v Documents Users Resources

(@ Merchant Information ) Questionnaire Selection @ Questionnaire @ NetworkScan

Network Scan Summary How to achieve ASV Compliance

ASV Compliance Status | ton-Compliont sca G N
Normal 4

According to PCI DSS requirement 11.3.2, your scan target must have a passing scan every 90 days.

Scan Targets © Manage Scan Targets View History v

® 11Pv4 01PVE Lastup

Scan Result by Status
ch IP Address/Domain Name Q

All targets of your network scan are shown below with current status.

Filter by Scope
@ In-Scope Out of Scope All

Made with Scribe - https://scribe.com




114 Click the box to the left of the IP Address of your merchant.

-ome Phillip Spinelli - 5436845560375

(gIObaI payments Summary Questionnaire Scans v Documents Users Resources

@ Merchant Information © Questionnaire Selection © Qquestionnaire ) @ Networkscan ) Review and Sign

Network Scan Summary How to achieve ASV Compliance

Scan Scheduler

ASV Compliance Status |Non-Compliant | SCANTIMING = o)
Normal
According to PCI DSS requirement 11.3.2, your s
o Select Target Select Freq
Please select IP Addresses/Domain Names to schedule scan with plan, as you are only able to have one schedule ) .
Scan Targets © Man scan per time. View History v
Individual Target
IP Address Associated Domain Status
zScan Results
51.204.211.206
0
Cancelled
Selected count: 0 Cancel
@®@1Pva  ®O0IPG Last updated October 14, 2026 at 06:48 PM
Scan Result by Status
Search IP Address/Domain Name Q

All targets of your network scan are shown below with current status.

Filter by Scope
@® In-Scope Out of Scope All

115 Click "Next"

Home MyAccount ContactUs (O Welcome Phillip Spinelli - 5431

.
(glObaI payments Summary Questionnaire Scans v Documents Users Resources

@ Merchant Information @ Questionnaire Selection ) Questionnaire > @ NetworkScan ) Review and Sign

Network Scan Summary How to achieve ASV Compliance

ASV Compliance Status [Nen-comaliant | Scan Scheduler SCANTIMING ®
Normal

According to PCI DSS requirement 11.3.2, your s
o Select Target Select Freg

Please select IP Addresses/Domain Names to schedule scan with plan, as you are only able to have one schedule

Scan Targets © Mar o pertime. View History v
Individual Target
1P Address Associated Domain status
3Scan Results
151.204.211.206
0
Cancelled
Selected count: 1 Cancel
® 1iPva ® 01PvE Last updated October 14, 2026 at 06:48 PM M
Scan Result by Status
Search IP Address/Domain Name Q

All targets of your network scan are shown below with current status.

Filter by Scope
® In-Scope Out of Scope All
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116 Click the "Frequency" dropdown.

Scan Scheduler

@ Select Target o Select Frequency

Please select the frequen

Frequency

Made with Scribe - https://scribe.com
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117 Click "Quarterly"

0 cHaT -ome Phillip Spinelli - 5436845560375

(gIObaI payments Summary Questionnaire Scans v Documents Users Resources

@ Merchant Information © Questionnaire Selection © Qquestionnaire ) @ Networkscan ) Review and Sign
Network Scan Summary How to achieve ASV Compliance
ASV Compliance Status |Non-Compliant | SCANTIMING = s

Normal

According to PCI DSS requirement 11.32,yours  SCan Scheduler

/L\ Select Target e Select Frequency

Scan Targets © Mar View History v

Please select the frequency setting for the selected target.

zScan Results

Specific Date
Back 0
Weekly Cancelled

Monthly

@ 11Pv4 ®0IPvE Quarterly [Bctober 14, 2026 at 06:48 PM nch Scan

Scan Result by Status

Search IP Address/Domain Name Q
All targets of your network scan are shown below with current status.

Filter by Scope
@® In-Scope Out of Scope All

118 Click "Submit"

ContactUs D Welcome Phillip Spinelli - 5431

.
(gIObaI payme ntS Summary Questionnaire Scans v Documents Users Resources

@ Merchant Information Scan Scheduler > Review and Sign

Network Scan Summary @) selectTarget > @) Select Frequency How to achieve ASV Compliance

ASV C p It e Status (Rercompiatt) Please select the frequency setting for the selected target. T . o
Normal

According to PCI DSS requirement 11.3.2, your s
Quarterly

Your next 5 scan dates Ca

Scan Targets © Mar 1/2/2027 View History v

3/23/2027

3Scan Results

6/11/2027
0
N ETyFioT Cancelled
/30/
® 11Pva ® 01Pv6 11/18/2027
Back
Scan Result by Status
wgarch IP Agaffess/Domain Name Q

All targets of your network scan are shown below with current status.

Filter by Scope
® In-Scope Out of Scope All
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119 After a few days, the Scan will have completed. Log back into the PCI Dashboard.

120 Click "View Current Scan"

WAIICE JOUTTIEY IS COIMINE NOVETIUET 10, ZU£D. GEL UEATE! BUIUATICE ON WITAL LU UU TIEXLATIU ITIEKE PIUBIESS WILT 1E55 BUESSWOT K. x

ontactUs [ CHAT - Logout  EnglishUs v

payments Summary Questionnaire Scans v Documents Users Resources

chant Information @ Questionnaire Selection @ Questionnaire @ Network Scan

.ompliance Status |wen-compliont

re Status Signe ASV Compliance Status |nen-Compliant
100%

ire type: B-IP Change 7 View§ Current Scan

red

ick on the Continue button. For instructions click How to Achieve and Maintain ASV Compliance.

urces
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121 Verify that the results of the scan say "Pass"

ASV C li

P

e Status [Non-Compliant |

According to PCI DSS requirement 11.3.2, your scan target must have a passing scan every 90 days.

Scan Targets ©

Manage Scan Targets

Next Schedule Scan: 1/2/2027

0 0
Not Started
0 0

Fail - Action Needed

@ 1iPv4 ®o0IPve

Scan Result by Status

Queued

Last updated October 14, 2026 at 05:41 PM

Scan Target Status Summary

SCAN TIMING
Normal
Actively Scanning Compiling Scan Results
Action Required Pass Expired Cancelled

View History v

Submit ASV Compliance

Search IP Address/Domain Name Q
All targets of your network scan are shown below with current status.
Filter by Scope
@® In-Scope Out of Scope All
Filter by Status
Not Started Queued Actively Scanning Compiling Scan Results Fail - Action Needed Action Required Pass Expired Cancelled
Scan Completed
IP Address Associated Domain In-Scope Status Duration Date Scheduled Action
151.204.211.206 v 10/14/2026 - 10/23/2026 10/14/2026 Quarterly
4 »
g n R g n
122 Click "Submit ASV Compliance
ASV Compliance Status | ton-Complient | SCANTIMING v |®
Normal
According to PCI DSS requirement 11.3.2, your scan target must have a passing scan every 90 days.
Scan Targets © Manage Scan Targets Scan Target Status Summary View History v
Next Schedule Scan: 1/2/2027
0 0 0 0
Not Started Queued Actively Scanning Compiling Scan Results
0 0 1 0 0
Fail - Action Needed Action Required Pass Expired Cancelled

@ 11Pv4 ®01Pv6

Scan Result by Status

Last updated October 14, 2026 at 05:41 PM

Search IP Address/Domain Name Q

All targets of your network scan are shown below with current status.
Filter by Scope
® In-Scope Out of Scope All
Filter by Status

Not Started Queued Actively Scanning Compiling Scan Results Fail - Action Needed Action Required Pass Expired Cancelled

Scan Completed

IP Address Associated Domain Individual Target Status In-Scope Status Duration Date Scheduled Action

151.204.211.206 Pass| v 10/14/2026 - 10/23/2026 10/14/2026 Quarterly
< >

Made with Scribe - https://scribe.com
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123 Click "I do not have any load balancers."

Submit ASV Compliance

Compliance Scope

Scan Scan

C Expected Compliance
IP Address Associated Domain Target Status Date Date Duration Scheduled

151.204.211.206 10/14/2026 1/12/2027 10/14/2026 - 1/12/2027 Quarterly
Expected Compliance Duration: Please be aware if you submit that target for compliance duration to expect i this.

EXPECTED COMPLIANCE DURATION @
10/14/2026 - 1/12/2027

pad balancing is dividing the amount of work that a computer has to do between two or more computers so that more work gets done in the same amount of time. Load
software, or a combination of both. Typically, load balancing is the main reason for a computer server.

across load-| servers are identical.

) Ihave load but | cannot ions across load- servers are identical.
Scan Customer Attestation

PORT MONMOUTH MARINE IN attests on 10/23/2026 that this scan (either by itself or combined with multiple, partial, or failed scans/rescans, as indicated in the above Section
A.3, “Scan Status”) includes all components which should be in scope for PCI DSS, any component considered out of scope for this scan is properly segmented from my
cardholder data environment, and any evidence submitted to the ASV to resolve scan ions—if ing ing controls if i is accurate and complete.
PORT MONMOUTH MARINE IN also acknowledges 1) accurate and complete scoping of this external scan is my responsibility, and 2) this scan result only indicates whether or
not my scanned systems are compliant with the external vulnerability scan requirement of PCI DSS; this scan result does not represent my overall compliance status with PCI
DSS or provide any indication of compliance with other PCI DSS requirements.

] lattest to the scope
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124 Click "I attest to the scope"

Submit ASV Compliance

Compliance Scope

Scan Scan
C i irati Expected Compliance
IP Address Associated Domain Date Date Duration Scheduled

151.204.211.206 10/14/2026 1/12/2027 10/14/2026 - 1/12/2027 Quarterly

Expected Compliance Duration: Please be aware if you submit that target for i ion to expect is this.

EXPECTED COMPLIANCE DURATION @
10/14/2026 - 1/12/2027

Load balancing is dividing the amount of work that a computer has to do between two or more computers so that more work gets done in the same amount of time. Load
can bei with software, or a combination of both. Typically, load balancing is the main reason for a computer server.

@® 1donothave any load balancers.

) I'have load balancers and | assert that the ions across load-| servers are identical.

) Ihave load but I cannot ions across load- servers are identical.

Scan Customer Attestation

PORT MONMOUTH MARINE IN attests on 10/23/2026 that this scan (either by itself or combined with multiple, partial, or failed scans/rescans, as indicated in the above Section
A.3, “Scan Status”) includes all components which should be in scope for PCI DSS, any component considered out of scope for this scan is properly segmented from my
data envil and any evid i to the ASV to resolve scan i i i ing controls if i is accurate and
PORT MONMOUTH MARINE IN also acknowledges 1) accurate and complete scoping of this external scan is my responsibility, and 2) this scan result only indicates whether or
qy scanned systems are compliant with the external vulnerability scan requirement of PCI DSS; this scan result does not represent my overall compliance status with PCI
rovide any indication of compliance with other PCI DSS requirements.

to the scope

125 Click "Next"

Submit ASV Compliance

Compliance Scope

Scan Scan
C i irati Expected Compliance
1P Address Associated Domain Target Status Date Date Duration Scheduled

151.204.211.206 10/14/2026 1/12/2027 10/14/2026 - 1/12/2027 Quarterly
Expected Compliance Duration: Please be aware if you submit that target for compliance duration to expect is this.

EXPECTED COMPLIANCE DURATION @
10/14/2026 - 1/12/2027

Load balancing is dividing the amount of work that a computer has to do between two or more computers so that more work gets done in the same amount of time. Load
canbei with software, or a combination of both. Typically, load balancing is the main reason for a computer server.

@® Idonothave any load balancers.

) 1 have load balancers and | assert that the configurations across load-balanced servers are identical.

) Ihave load but I cannot that the ions across load servers are identical.

Scan Customer Attestation

PORT MONMOUTH MARINE IN attests on 10/23/2026 that this scan (either by itself or combined with multiple, partial, or failed scans/rescans, as indicated in the above Section
A.3, “Scan Status”) includes all components which should be in scope for PCI DSS, any component considered out of scope for this scan is properly segmented from my
cardholder data environment, and any evidence submitted to the ASV to resolve scan i i i ing controls if i —is accurate and complete.
PORT MONMOUTH MARINE IN also acknowledges 1) accurate and complete scoping of this external scan is my responsibility, and 2) this scan result only indicates whether or
not my scanned systems are iant with the external ility scan i of PCI DSS; this scan result does not represent my overall compliance status with PCI
DSS or provide any indication of compliance with other PCI DSS requirements.

@ attest tothe scope
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126 Edit any fields here that need to be changed, then click "Submit"

Submit ASV Compliance

@ Attest Compliance Scope > o Scan Customer Information

Scan Customer Information
Review and complete the required fields to continue.

Contact Information

COMPANY * | | conmactname~ y
‘ Job Title

Port Monmouth Marine In Phillip Spinelli

TELEPHONE * EMAIL*
(732) 787-1835 phillip.spinelli@verizon.net

Business Address

BUSINESS ADDRESS * ;\}'
416 Hwy 36 PORT MONMOUTH

STATE * COUNTRY * ‘ 2IP CODE *

New Jersey United States of America 07758

‘ Back ‘ Submit

127 After a few more days, the PCI Compliance Submission will have approved.

back into the PCI Dashboard.

Made with Scribe - https://scribe.com
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128 Click "Continue"

£ Asimpler, iance journey is coming 16, 2026. Get clearer guidance on what to do next and make progress with less guesswork. X

Home MyAccount ContactUs [ CHAT

ip Spinelli - 5436845560375734

(global payments Summary Questionnaire Scans v Documents Users Resources

@ Merchant Information © Questionnaire selection @ Questionnaire @ Networkscan Review and Sign

Overall PCI Compliance Status |nen-complient

Questionnaire Status "ot

ASV Compliance Status | compliant

s 100%
Your questionnaire type: B-IP Change Approval Date: 10/26/2026
Due Date: Due Date: 1/12/2027
View Current Scan
Action Required
Click the Continue button to review and sign.
Continue
Helpful Resources
@ ) il &
PCl Compliance Information Documents and Materials Glossary Frequently Asked Questions

129 Click "Merchant Name" and fill out the name of the owner.

Confirm your eligibility to take questionnaire

1. You certify that you use a standalone terminal that is connected to the Internet.
2. You certify that your standalone terminal is not connected to any other systems within your network.
3. Your device does not rely on any other device (e.g., computer, mobile phone, tablet, etc.) to connect to the payment processor.

4. You retain only paper reports or receipts with cardholder data, and these documents are not received electronically.

Part 3A Confirmation of Compliance
PCI DSS Self-Assessment Questionnaire B-IP, Version 4.0.1 was completed according to the instructions therein.
All information within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in all material respects.
| have confirmed with my payment application vendor that my payment system does not store sensitive authentication data after authorization.

| have read the PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to my environment, at all times. If my environment changes, | recognize | must reassess my environment and
implement any additional PCI DSS requirements that apply.

No evidence of full track data, CAV2, CVC2, CID, or CVV2 data, or PIN data storage after transaction authorization was found on ANY system reviewed during this assessment.

ASV scans are being completed by a PCI SSC Approved Scanning Vendor.

Part 3B PCI DSS Validation |comgliant

Based on the results noted in the Questionnaire B-IP dated 10/14/2026

Please provide your e-signature

Merchant

Port Monmouth Marine In- 10/30/2
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130 Click the "Title" field and enter "Owner".

Confirm your eligibility to take questionnaire

.

. You certify that you use a standalone terminal that is connected to the Internet.

2. You certify that your standalone terminal is not connected to any other systems within your network.

w

. Your device does not rely on any other device (e.g., computer, mobile phone, tablet, etc.) to connect to the payment processor.

4. You retain only paper reports or receipts with cardholder data, and these documents are not received electronically.

Part 3A Confirmation of Compliance

PCI DSS Self-Assessment Questionnaire B-IP, Version 4.0.1 was completed according to the instructions therein.

Alli ion within the ab ed SAQ and in this attestation fairly represents the results of my assessment in all material respects.
I have confirmed with my payment application vendor that my payment system does not store sensitive authentication data after authorization.

| have read the PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to my environment, at all times. If my environment changes, | recognize | must reassess my environment and
il any additi PCI DSS requit that apply.

No evidence of full track data, CAV2, CVC2, CID, or CVV2 data, or PIN data storage after transaction authorization was found on ANY system reviewed during this assessment.

ASV scans are being completed by a PCI SSC Approved Scanning Vendor.

Part 3B PCI DSS Validation | complient
Based on the results noted in the Questionnaire B-IP dated 10/14/2026

Please provide your e-signature.

CHANT

Phillip Spinelli|

Titl Last 4 Digits of Your Tax ID or Social Security

Port Monmouth Marine In- 10/30/2026
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131 Click "Submit"

Confirm your eligibility to take questionnaire

1. You certify that you use a standalone terminal that is connected to the Internet.
2. You certify that your standalone terminal is not connected to any other systems within your network.
3. Your device does not rely on any other device (e.g., computer, mobile phone, tablet, etc.) to connect to the payment processor.

4. You retain only paper reports or receipts with cardholder data, and these documents are not received electronically.

Part 3A Confirmation of Compliance
PCI DSS Self-Assessment Questionnaire B-IP, Version 4.0.1 was completed according to the instructions therein.
All information within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in all material respects.

| have confirmed with my payment application vendor that my payment system does not store sensitive authentication data after authorization.

| have read the PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to my environment, at all times. If my environment changes, | recognize | must reassess my environment and

implement any additional PCI DSS requirements that apply.
No evidence of full track data, CAV2, CVC2, CID, or CVV2 data, or PIN data storage after transaction authorization was found on ANY system reviewed during this assessment.

ASV scans are being completed by a PCl SSC Approved Scanning Vendor.

Part 3B PCI DSS Validation | compliant
Based on the results noted in the Questionnaire B-IP dated 10/14/2026

Please provide your e-signature.

TriE

Phillip Spinelli Owner

Port Monmouth Marine In- 10/30/2026

132 Click "Summary"

) Asimpler iance journey is coming 16, 2026. Get clearer guidance on what to do next and make progress with less guesswork.

Home MyAccount ContactUs (O CHAT Spinelli - 5436845560375734

Logout Englishus

(glObal payments Juestionnaire Scans v Documents Users Resources

@ Merchant Information (@ Questionnaire Selection @ Qquestionnaire @ Networkscan

Documents

Document List

Date/Time Document name Type Current Document
¥

10/30/2026 05:35:35 5436845560375734_AttestationOfCompliance_SAQB-IP_10302026173533.en-US.pdf Attestation of Compliance v
10/30/2026 05:35:35 5436845560375734_SAQB-IP_10302026173533.en-US.pdf Questionnaire Answer Sheet v
10/30/2026 05:35:34 5436845560375734_Certificate_SAQB-IP_10302026173533.en-US.pdf Certificate of Completion v
10/23/2026 05:43:05 AttestationScanComplianceReport.pdf ASV Attestation v
10/23/2026 05:43:05 ExecSummaryReport.pdf Executive Summary v
10/23/2026 05:43:05 VulnerabilityDetailsReport.pdf Vulnerability Details v
10/14/2026 07:20:59 VulnerabilityDetailsReport.pdf Vulnerability Details

10/14/2026 07:20:59 ExecSummaryReport.pdf Executive Summary

Showing 1-8of 8

Get Your Site Seal
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133 If all checkmarks across the top are showing as green, you are done. Congrats on
officially finishing the PCI Compliance process!

{53 Asimpler compliance journey is coming November 16, 2026. Get clearer guidance on what to do next and make progress with less guesswork. x

Home MyAccount ContactUs [ CHAT Welcome Phillip Spinelli - 5436845560375734 Logout EnglishUS
.
(global payl | Ients Summary  Questionnaire  Scans v Documents  Users Resources
(@ Merchant Information (@ Questionnaire Selection © Questionnaire @ Network Scan (@ Reviewand sign

Overall PCI Compliance Status |comsient

Overall PCI Compliance Date: 10/30/2026

Questionnaire Status | compliant %8V Compliance Status | compliant
100%

Your questionnaire type: B-IP Change Approval Date: 10/26/2026

Due Date: 10/30/2027 Due Date: 1/12/2027

View Current Scan

Current Document Vew Al
y Questionnaire Answer Sheet 4 Attestation of Compliance 4 Certificate of Completion
Download Download Download
4 ASV Attestation 4 Executive Summary 4 Vulnerability Details
Download Download Download

=
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