How to Complete the PCI Compliance m
for a Virtual Terminal VALUED

Follow this walkthrough to navigate the PCI compliance process for a Virtual Terminal
such as the NMI Gateway, Dejavoo Gateway or Authorize.Net

Account Login

1 Navigate to https://pciapply.com/compliance101

(globalpayments

Login
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https://pciapply.com/compliance101

2  Click the Username field. (The username is their 16 digit MID beginning with 5436)

(globalpayments

Login

3 Enter the password (The initial password is the last 5 digits of their MID and their
state abbreviation capitalized. Example: 12345WA)

(globalpayments

Login
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4  Click "Login"

(globalpayments

Login

Password Reset

Made with Scribe - https://scribe.com



5 If it prompts for a new password, follow the directions to reset the password. If
not, skip down to the Merchant Information section.

If you are resetting a password, click the "New Password" field.

Your password has expired. Please change or you will not be able to log in again.
543684 heather@valuedmerchants.com
Heather Maughan
You are being asked to change your password because this is your first time logging in or it has been 90 days or more

since your last login and your password has expired. Passwords are case sensitive. Strong passwords include a
combination of Numbers, Letters, and Special Characters such as "-" or "!I".

Note: The password must be a minimum of 8 characters, contain at least 1 number, 1 alpha character and cannot
contain the characters < or>.

What is your favorite pet’s name?

Cancel

This site has been optimized for screen resolution of 1280 X 1024 and for the latest version of “® Edge, ‘@ Chrome, and * Firefox.

6 Enter a new password in both password fields, answer the Security Question, then
click Submit.

Merchant Information
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7 Click "Continue"

Home MyAccount ContactUs [O CHAT Welcome Heather Maughan - 5436845557672010  Logout  EnglishUS v

(globalpayments Summary Bapen B e

Merchant Information Questionnaire S

Overall PCI Compliance Status [escomptiant

Questionnaire Status

Your questionnaire type: Not Selected

Due Date:

Action Required

You have started the process. Please click Continue.

Helpful Resources

® & il 5]

PCI Compliance Information Documents and Materials Glossary Frequently Asked Questions

8 Click "No"

Home MyAccount ContactUs (O CHAT Welcome Heather Maughan - 5436845557672010  Logout  EnglishUS v '

(global payments Summary Documents Users Resources

Merchant Information Questionnaire Selection Questionna R d Sign

Merchant Information )
Not Applicable

Part 1 Merchant Information Z Edit

Please confirm that the information below is correct:

VALUED MERCHANT SERVICE SEAN RUPPLE

3544 E 17TH ST #207 (208) 313-9141 heather@valuedmerchants.com

IDAHO FALLS, Idaho 83402

United States of America

Is your organization a service provider as defined by the PCI Council (e.g., hosting providers, payment processors, managed service providers)? Q Yes

Part 2 Merchant Business Payment Channels

Please answer the following questions:

Indicate all payment channels used by the business that are included in this assessment:
Mail order/telephone order (MOTO) ©
E-Commerce ©

Card-present ©
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9  Click "Mail order/telephone order (MOTO)"

IAME S; CONTACT NAI

- VALUED MERCHANT SERVICE SEAN RUPPLE

ADDRESS PHONE
3544 E 17TH ST #207 (208) 313-9141 heather@valuedmerchants.com

IDAHO FALLS, Idaho 83402

United States of America

Is your organization a service provider as defined by the PCI Council (e.g., hosting providers, payment processors, managed service providers)?

Part 2 Merchant Business Payment Channels

Please answer the following questions:

Card-present ©

Are any payment channels not included in this assessment?

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope?
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10 Click "No"

CORPORATE NAME DBA(S CONTACT NAME

= VALUED MERCHANT SERVICE SEAN RUPPLE

ADDRESS TELEPHONE IAIL ADDRESS

3544 E 17TH ST #207 (208) 313-9141 heather@valuedmerchants.com
IDAHO FALLS, Idaho 83402

United States of America

Is your organization a service provider as defined by the PCI Council (e.g., hosting providers, payment processors, managed service providers)?

Part 2 Merchant Business Payment Channels

Please answer the following questions:
Indicate all payment channels used by the business that are included in this assessment:

Mail order/telephone order (MOTO) ©
Do you electronically store or transmit consumer account data?

E-Commerce ©

Card-present ©

Are any payment channels not included in this assessment?

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do vou engage with third-party service providers managing svstem components within vour PCI DSS assessment scope?

11 Click "No"

CORPORATE NAME DBA(S) CONTACT NAME

- VALUED MERCHANT SERVICE SEAN RUPPLE

ADDRESS TELEPHONE EMAIL ADDRESS

3544 E 17TH ST #207 (208) 313-9141 heather@valuedmerchants.com

IDAHO FALLS, Idaho 83402

United States of America

Is your organization a service provider as defined by the PCI Council (e.g., hosting providers, payment processors, managed service providers)?

Part 2 Merchant Business Payment Channels

Please answer the following questions:
Indicate all payment channels used by the business that are included in this assessment:

Mail order/telephone order (MOTO) ©
Do you electronically store or transmit consumer account data?

E-Commerce ©

Card-present ©

Are any payment channels not included in this assessment?

Part 3 Relationships
Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do vou engage with third-partv service providers managing svstem components within vour PCI DSS assessment scope?

Made with Scribe - https://scribe.com
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Yes No
Yes No
Vee [

Yes

Save
Yes No
Vec Noa




12 Click "Yes"

INUILALE aut payictie

> USTU LY UIT DUSHIESS LIGL AIE HILIUUSY

> assersinent

Mail order/telephone order (MOTO) ©®
Do you electronically store or transmit consumer account data?

E-Commerce ©

Card-present ©

Are any payment channels not included in this assessment?

Part 3 Relationships
Please answer the following questions.

This includes entities storing, processing, or transmitting account data on your

Do you have relationships with third-party service providers that handle your account data, such as payment g
behalf, like payment gateways or processors.

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Part 4 Processing Solution

PRODUCT CODE
Not Applicable

|5 ] U - ® =

What solution do you use to process credit cards? Learn More

Made with Scribe - https://scribe.com

Save

No
Yes No
Yes No




13 Click "No"

IHUILALE alt Pay et LHaiets Usey Uy UIE DUSIIESS Uil ale HILIUUEU 1 U asSessiient.

Mail order/telephone order (MOTO) @

Do you electronically store or transmit consumer account data? Yes

E-Commerce ©

Card-present ©
Are any payment channels not included in this assessment? Yes

Save

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? ® Mo
Do you engage with third-party service providers managing system components within your PCI DSS assessment scope? ® Yes|
Do you work with third-party service providers that could impact the security of your Cardholder Data Environment? ® Yes No

Service Provider * Description *
Add additional
Part 4 Processing Solution
. N , O PRODUCT CODE -
What solution do you use to process credit cards? Learn More Not Applicable

14 Click "No"

HUILALE alt Pay it LHaiens Used Uy UIE DUSIESS Uil ale HILIUUEU 11U assessiient.

Mail order/telephone order (MOTO) ©

Do you electronically store or transmit consumer account data? Yes

E-Commerce ©

Card-present @

Save

Are any payment channels not included in this assessment? Yes

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? ®

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope? ® Yes
Do you work with third-party service providers that could impact the security of your Cardholder Data Environment? ® Yes|
Service Provider * Description *
v

Add additional

Save

Part 4 Processing Solution

PRODUCT CODE
What solution do you use to process credit cards? Learn More Not Applicable
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15 Enter the service provider and description. The Service Provider is the name of the
Gateway and the Description will be "Gateway".

HUILALE alt Pay I CHAHIED USEU UY LIS DUSIIESS UIaL aic [ILUUSU i

Mail order/telephone order (MOTO) ©®
Do you electronically store or transmit consumer account data? Yes

E-Commerce ©

Card-present ©

Save

Are any payment channels not included in this assessment? Yes

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? ®

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope? ®

Do you work with third-pai ice providers that could impact the security of your Cardholder Data Environment? ®
Service Provider * Description *

Add additional

Save

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More o ,:10‘ Applicable v

HUILALE alt Pay it LHaniies useyd Uy UIe DuSIEss Ulal ale 1Luuey i

Mail order/telephone order (MOTO) ©®
Do you electronically store or transmit consumer account data? Yes

E-Commerce ©

Card-present ©

Save

Are any payment channels not included in this assessment? Yes

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? ®
Do you engage with third-party service providers managing system components within your PCI DSS assessment scope? ®
Do you work with third-party service providers that could impact the security of your Cardholder Data Environment? ®

DER
Network Merchants INC

Add additional

Save

Part 4 Processing Solution

P T CODE

What solution do you use to process credit cards? Learn More y’qot Applicable v
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16 Click MOTO/Ecommerce.

Part 3 Relationships

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? ®
Do you engage with third-party service provi ing system c within your PCI DSS assessment scope? ®
Do you work with third-party service providers that could impact the security of your Cardholder Data Environment? o®
SERVICE PROVIDER * DESCRIPTION *
Network Merchants INC Gateway
Add additional

Save

Part 4 Processing Solution

PRODUCT CODE
What solution do you use to process credit cards? Learn More o Not Applicable N

: | U - ® 8

Moto/E-§gmmerce Terminal Mobile Processing Standalone Computer Integrated Network P2PE SPoC

| have read and agreed to the end-user license agreement

17 Click "No"

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? ®
Do you engage with third-party service providers managing system components within your PCI DSS assessment scope? ®
Do you work with third-party service providers that could impact the security of your Cardholder Data Environment? ®
SERVICE PROVIDER * DESCRIPTION *
Network Merchants INC Gateway

Add additional

Part 4 Processing Solution

; ; PRODUCT CODE
What solution do you use to process credit cards? Learn More o}

Not Applicable
@
= H] U (- (3 =
= = O
Moto/E-commerce Terminal Mobile Processing Standalone Computer Integrated Network P2PE SPoC
Do you store any sensitive cardholder data electronically? Yed
Does your business use network segmentation to affect the scope of your PCI DSS environment? Yes o

| have read and agreed to the end-user license agreement
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18 Click "No"

Please answer the following questions.

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?

Do you engage with third-party service provi ing system within your PCI DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

ICE PROVIDER * DESCRIPTION *
Network Merchants INC Gateway

Add additional

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

= ’ (]
= ] 0 = ®
Moto/E-commerce Terminal Mobile Processing Standalone Computer Integrated Network

Do you store any sensitive cardholder data electronically?

Does your business use network segmentation to affect the scope of your PCI DSS environment?

| have read and agreed to the end-user license agreement

Made with Scribe - https://scribe.com

PRODUCT CODE
Not Applicable

[
o

P2PE

SPoC

Yes

Yes
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19 Click "Dial Pay"

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

s VIDER * DESCRIPTION *
Network Merchants INC Gateway

Add additional

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

] 0

Terminal Mobile Processing

Moto/E-commerce Standalone Computer

Do you store any sensitive cardholder data electronically?
Does your business use network segmentation to affect the scope of your PCI DSS environment?

Moto/E-commerce

How do you process payments?

Integrated Payment Java Script/Direct Post Hosted Payment and iffame Dial Pgy

| have read and agreed to the end-user license agreement

20 Click "Add Solutions"

SERVICE PROVIDER * DESCRIPTION *
Network Merchants INC Gateway

Add additional

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

| U

Mobile Processing

Moto/E-commerce Terminal Standalone Computer

Do you store any sensitive cardholder data electronically?

Does your business use network segmentation to affect the scope of your PCI DSS environment?

Moto/E-commerce

How do you process payments?

Integrated Payment Java Script/Direct Post Hosted Paymentand iFrame ~ @ Dial Pay
Please add your Moto/E-Commerce solution information.

No Solution selection.

| have read and agreed to the end-user license agreement

Made with Scribe - https://scribe.com

PRODUCT CODE
© Not Applicable ¥
® 8
Integrated Network P2PE SPoC
© Collapse
@ | PRopucrcooe -
Not Applicable
® 8
Integrated Network P2PE SPoC

Yes

© Collapse

Add Solutichs

13



21 Click the "Service Provider" field.

Add Moto/E-Commerce Solution

Please entmlution information.

‘ ServicgProvider * Enter Service Name *

3enith S|

3S SOLUTIONS Sp. zo.0.

42 Cards Solutions Private Limited
7984391 Canada Inc

911 Software, Inc

91APP (Taiwan) Inc.

9PAY JOINT STOCK COMPANY

A.KA.New Media Inc. (A.K.A.)

22 Type in the name of the Gateway, in this case we are doing this PCI Compliance
for NMI or Network Merchants LLC

Made with Scribe - https://scribe.com
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23 Click "Network Merchants, LLC" or the name of the Gateway you are using.

Add Moto/E-Commerce Solution X

Please enter your Dial Pay solution information.

SERVICE PROVIDER *
i .
Network Mer v ] Enter Service Name -
A L Ifyou don't see your solution, click here to type it in manually.

N . |

24 Click the "Enter Service Name" field.

Add Moto/E-Commerce Solution

Please enter your Dial Pay solution information.

SERVICE PROVIDER * )
Network Merchants, LL{ ¥ ] énter Service N%e ¥ v

Add additional If you don't see your solution, click here to type it in manually.

==
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25 Click "MERCHANT SERVICER" or whatever options come up for your Gateway.

Add Moto/E-Commerce Solution

Please enter your Dial Pay solution information.

SERVICE PROVIDER *
Network Merchants, LLC

Add additional

Made with Scribe - https://scribe.com
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26 Click "Save".

Add Moto/E-Commerce Solution

Please enter your Dial Pay solution information.

MERCHANT SERVICER, THIRD PARTY SERVICER, MERCHANT SERVICE!

'SERVICE PROVIDER * - ‘ l ENTER SERVICE NAME * v

Network Merchants, LLC

Add additional If you don't see your solution, click here to type it in manually.

‘ Cancel '

27 Click "I have read and agreed to"

Part 4 Processing Solution

= N PPRODUCT CODE
What solution do you use to process credit cards? Learn More o] Not Applicable b 4
(©]
= ]| 0 (. (3) -
= = i
Moto/E-commerce Terminal Mobile Processing Standalone Computer Integrated Network P2PE SPoC
Do you store any sensiti data i ?

Does your business use network segmentation to affect the scope of your PCI DSS environment?

= Moto/E-commerce © Collapse

How do you process payments?

) Integrated Payment ) Java Script/DirectPost ) Hosted Paymentand iframe @ Dial Pay

Solution Selection & Add/Edit
Service Provider Service Not Listed
Network Merchants, LLC MERCHANT SERVICER, THIRD PARTY SERVICER, MERCHANT SERVICER - VISA, THIRD PARTY SERVICER; ;

~

| Ihavelead and agreed to the end-user license agreement Select Questionnaire Manually

Made with Scribe - https://scribe.com



28 Click "Save and Continue".

Part 4 Processing Solution

PRODUCT CODE
What solution do you use to process credit cards? Learn More @ Not Applicable

& U J ® 8

Moto/E-commerce Terminal Mobile Processing Standalone Computer Integrated Network P2PE SPoC

Do you store any sensitive cardholder data electronically? Yes
Does your business use network segmentation to affect the scope of your PCI DSS environment? Yes

Moto/E-commerce © Collapse

How do you process payments?

Integrated Payment Java Script/Direct Post Hosted Payment and iframe ~ @ Dial Pay
Solution Selection & Add/Edit
Service Provider Service Not Listed
Network Merchants, LLC MERCHANT SERVICER, THIRD PARTY SERVICER, MERCHANT SERVICER - VISA, THIRD PARTY SERVICER; ;

B 1 have read and agreed to the end-user license agreement Select Questionnaire Manu: Save & Contint 2
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29 Click "I agree that the statements above are true."

Confirm your eligibility to take questionnaire A

. You certify that you have no direct control over the manner in which cardholder data is captured, processed,

transmitted or stored.

. You certify that all payment and i i to PCI DSS vali third-

party providers.

. You retain only paper reports or receipts with cardholder data, and these documents are not received

electronically.

ou confirm that your site is not susceptible to attacks from scripts that could affect your e-commerce

(s).

O agreef{hat the statements above are true.

30 Click "Continue"

Confirm your eligibility to take questionnaire A

. You certify that you have no direct control over the manner in which cardholder data is captured, processed,

transmitted or stored.

. You certify that all payment and i i to PCI DSS vali third-

party providers.

. You retain only paper reports or receipts with cardholder data, and these documents are not received

electronically.

. You confirm that your site is not susceptible to attacks from scripts that could affect your e-commerce

system(s).

[N agree that the statements above are true.

Continue

Made with Scribe - https://scribe.com
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PCI Questionnaire

31 Click "Protect Stored Account Data"

Home MyAccount ContactUs D CHAT Welcome Heather Maughan - 5436845557672010  Logout  EnglishUS
.
(global payl | Ients Summary  Questionnaire Documents Users Resources
) 8 S
(@ Merchant Information @ Questionnaire Selection Questionnaire e

Questionnaire A

Please continue through all sections until complete.

SECTION 1 Mot Started SECTION 2 Not Started SECTION 3 Not Started

Protect Stored Account Data Restrict Physical Access to Cardholder Data Support Information Security with
Organizational Policies and Programs

2 Questions 6 Questions 6 Questions

SECTION 4

Progress Report and Charts
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32

Home

My Account

Click "In Place"

ContactUs (D CHAT

(globalpayments

(@ Merchant Information (@ Questionnaire Selection

Questionnaire A n#eee

You have completed 0 of 4 sections Show all Sections

Section 1 Protect Stored Account Data

0%

33

Home

My Account

All security policies and operational procedures that are identified in Requirement 3 are:

Documented.

Kept up to date.

In use.

.

Known to all affected parties.

Account data storage is kept to a minimum through implementation of data retention and disposal policies,
procedures, and processes that include at least the following:

Coverage for all locations of stored account data.

Coverage for any sensitive authentication data (SAD) stored prior to completion of authorization.

Limiting data storage amount and retention time to that which is required for legal or regulatory, and/or
business requirements.

a documented business justification.

.

Processes for secure deletion or rendering account data unrecoverable when no longer needed per the

Click "In Place"

ContactUs (D CHAT

(globalpayments

(@ Merchant Information (@ Questionnaire Selection

Questionnaire A 1 7eee

You have completed 0 of 4 sections Show all Sections

Section 1 Protect Stored Account Data

All security policies and operational procedures that are identified in Requirement 3 are:

* Documented.
* Keptup to date.
* Inuse.

« Known to all affected parties.

Account data storage is kept to a minimum through implementation of data retention and disposal policies,
procedures, and processes that include at least the following:

« Coverage for all locations of stored account data.

« Coverage for any sensitive authentication data (SAD) stored prior to completion of authorization.

« Limiting data storage amount and retention time to that which is required for legal or regulatory, and/or
business requirements.

« Specific retention requirements for stored account data that defines length of retention period and includes

a documented business justification.

» Processes for secure deletion or rendering account data unrecoverable when no longer needed per the

Made with Scribe - https://scribe.com

Specific retention requirements for stored account data that defines length of retention period and includes

Welcome Heather Maugha

5436845557672010  Logout  EnglishUS

Summary Questionnaire Documents Users Resources

Questionnaire

Change Questionnaire

In Place \ In Place with CCW NotinPlace NotApplicable
|
In Place In Place with CCW NotinPlace NotApplicable
Welcome Heather Maughan - 5436845557672010  Logout  EnglishUS
Summary Questionnaire Documents Users Resources
Questionnaire Review a

Change Questionnaire

In Place with CCW NotinPlace  NotApplicable

‘ Y
In Place ‘U In Place with CCW

{ Not in Place
 § |

Not Applicable




34 Click "Continue"

Questionnaire A e Change Questionnaire

You have completed 0 of 4 sections Show all Sections

Section 1 Protect Stored Account Data

0%
1 All security policies and operational procedures that are identified in Requirement 3 are: ® In Place with CCW NotinPlace  NotApplicable
* Documented.
* Keptup todate.
* Inuse.
« Known to all affected parties.
2. Account data storage is kept to a minil through i ion of data ion and disposal policies, ® In Place with CCW NotinPlace  NotApplicable

procedures, and processes that include at least the following:

Coverage for all locations of stored account data.

Coverage for any sensitive authentication data (SAD) stored prior to completion of authorization.

Limiting data storage amount and retention time to that which is required for legal or regulatory, and/or
business requirements.

Specific retention requirements for stored account data that defines length of retention period and includes
a documented business justification.

Processes for secure deletion or rendering account data unrecoverable when no longer needed per the
retention policy.

A process for verifying, at least once every three months, that stored account data exceeding the defined
retention period has been securely deleted or rendered unrecoverable.
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35 Click "Section 2"

Home  MyAccount ContactUs (D CHAT
(globalpayments
(@ Merchant Information (@ Questionnaire Selection

Questionnaire A ez

Please continue through all sections until complete.

Welcome Heather Maugha

Summary Questionnaire

Questionnaire

SECTION 1 Pass SECTION 2

5436845557672010  Logout  Englishus

Documents Users Resources

Not Started

Support Information Security with

Organizational Policies and Programs

6 Questions

& Not Started SECTION 3
Protect Stored Account Data Restrict Physical Afcess to Cardholder Data
2 Questions 6 Questions
SECTION 4

Progress Report and Charts

36 Click "In Place"

Home MyAccount ContactUs [ CHAT
(globalpayments
(@ Merchant Information (@ Questionnaire Selection

Questionnaire A erose

You have completed 1 of 4 sections Show all Sections

Section 2 Restrict Physical Access to Cardholder Data

0%

i B All media with cardholder data is physically secured. ®

2. Offline media backups with cardholder data are stored in a secure location. ®

3. All media with cardholder data is classified in accordance with the sensitivity of the data. ®

4., Media with cardholder data sent outside the facility is secured as follows: ®
* Media is sent by secured courier or other delivery method that can be accurately tracked.

5. Management approves all media with cardholder data that is moved outside the facility (including when media is D
distributed to individuals).

6. Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as ®

follows:

Made with Scribe - https://scribe.com

Welcome Heather Maughan - 5436845557672010

Summary

Questionnaire

In Place
In Place
In Place

In Place

In Place

In Place

Questionnaire

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

Documents

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Logout  EnglishUS

Users Resources

Change Questionnaire

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

23



37 Click "In Place"

Home  MyAccount Contact D cHAT
o
(globalpayments
(@ Merchant information (@ Questionnaire Selection

Questionnaire A 1 #eee

You have completed 1 of 4 sections Show all Sections

Section 2 Restrict Physical Access to Cardholder Data

1. All media with cardholder data is physically secured.
2. Offline media backups with cardholder data are stored in a secure location.
3. All media with cardholder data is classified in accordance with the sensitivity of the data.

4. Media with cardholder data sent outside the facility is secured as follows:

* Media is sent by secured courier or other delivery method that can be accurately tracked.

5. Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

6. Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as
follows:

Made with Scribe - https://scribe.com

Welcome Heather Maughat

5436845557672010  Logout  EnglishUS

Summary Questionnaire Documents Users Resources

Questionnaire

Change Questionnaire

In Place In Place with CCW NotinPlace.  NotApplicable

L In Place Uln Place with CCW NotinPlace NotApplicable
L

e
In Place In Place with CCW NotinPlace NotApplicable
In Place In Place with CCW NotinPlace.  NotApplicable
In Place In Place with CCW NotinPlace  NotApplicable
In Place In Place with CCW Notin Place  NotApplicable
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38 Click "In Place"

Home MyAccount ContactUs (O CHAT
(globalpayments
(@ Merchant Information (@ Questionnaire Selection

Questionnaire A n#eee

You have completed 1 of 4 sections Show all Sections

Section 2 Restrict Physical Access to Cardholder Data

0%

1. All media with cardholder data is physically secured.
2. Offline media backups with cardholder data are stored in a secure location.
3. All media with cardholder data is classified in accordance with the sensitivity of the data.

4. Media with cardholder data sent outside the facility is secured as follows:

* Media is sent by secured courier or other delivery method that can be accurately tracked.

5, Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

6. Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as
follows:

39 Click "In Place"

Home MyAccount ContactUs (O CHAT
(globalpayments
(@ Merchant Information (@ Questionnaire Selection

Questionnaire A 1 7eee

You have completed 1 of 4 sections Show all Sections

Section 2 Restrict Physical Access to Cardholder Data

1% All media with cardholder data is physically secured.

2, Offline media backups with cardholder data are stored in a secure location.

3. All media with cardholder data is classified in accordance with the sensitivity of the data.
4, Media with cardholder data sent outside the facility is secured as follows:

« Media is sent by secured courier or other delivery method that can be accurately tracked.

5. Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

6. Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as
follows:

Made with Scribe - https://scribe.com

Questionnaire

[

{
L

Questionnaire

In Place

Welcome Heather Maugha

Summary

In Place

In Place

In Place

In Place

In Place

Questionnaire

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

5436845557672010

Documents

Logout  EnglishUS

Users Resources

Change Questionnaire

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Welcome Heather Maughan - 5436845557672010

Summary

Questionnaire

In Place with CCW

In Place with CCW

In Place with CCW

In Place

In Place

In Place

) In Place with ccw

In Place with CCW

In Place with CCW

Documents
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Logout  EnglishUS

Users Resources

Change Questionnaire

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place
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Not Applicable
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40 Click "In Place"

Home  MyAccount Contact D cHAT
o
(globalpayments
(@ Merchant information (@ Questionnaire Selection

Questionnaire A 1 #eee

You have completed 1 of 4 sections Show all Sections

Section 2 Restrict Physical Access to Cardholder Data

1. All media with cardholder data is physically secured.
2; Offline media backups with cardholder data are stored in a secure location.
3. All media with cardholder data is classified in accordance with the sensitivity of the data.

4. Media with cardholder data sent outside the facility is secured as follows:

* Media is sent by secured courier or other delivery method that can be accurately tracked.

5. Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

6. Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as
follows:
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41 Click "In Place"

Home  MyAccount Contact  cHAT

(globalpayments

(@ Merchant Information (@ Questionnaire Selection

Questionnaire A

You have completed 1 of 4 sections Show all Sections

Section 2 Restrict Physical Access to Cardholder Data

0%

kB All media with cardholder data is physically secured.
2. Offline media backups with cardholder data are stored in a secure location.
3. All media with cardholder data is classified in accordance with the sensitivity of the data.

4. Media with cardholder data sent outside the facility is secured as follows:

* Media is sent by secured courier or other delivery method that can be accurately tracked.

5, Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

6. Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as
follows:

42 Click "Continue"

Questionnaire A

You have completed 1 of 4 sections Show all Sections

Section 2 Restrict Physical Access to Cardholder Data

[

1. All media with cardholder data is physically secured.

2. Offline media backups with cardholder data are stored in a secure location.

3. All media with cardholder data is classified in accordance with the sensitivity of the data.

4. Media with cardholder data sent outside the facility is secured as follows:
« Media is sent by secured courier or other delivery method that can be accurately tracked.

5. Management approves all media with cardholder data that is moved outside the facility (including when media is
distributed to individuals).

6. Hard-copy materials with cardholder data are destroyed when no longer needed for business or legal reasons, as

follows:

* Materials are cross-cut shredded, incinerated, or pulped so that cardholder data cannot be reconstructed.

* Materials are stored in secure storage containers prior to destruction.
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43 Click "Section 3"

Home MyAccount ContactUs D CHAT Welcome Heather Maughan - 5436845557672010  Logout  EnglishUS
.
(global payl | Ients Summary  Questionnaire Documents Users Resources
(@ Merchant Information (@ Questionnaire Selection Questionnaire Revie

Questionnaire A

Please continue through all sections until complete.

SECTION 1 Pass SECTION 2 Pass SECTION 3 Not Started
Protect Stored Account Data Restrict Physical Access to Cardholder Data Support Information Security with
Orjzanizational Pdllicies and Programs

2 Questions 6 Questions 6 Qulgtions

SECTION 4

Progress Report and Charts
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44 Click "In Place"

D CHAT Welcome Heather Maughan - 5436845557672010  Logout  EnglishUS

Home  MyAccount Contact

(glObal paymentS Summary Questionnaire Documents Users Resources

(@ Merchant Information (@ Questionnaire Selection Questionnaire

Questionnaire A Change Questionnaire

You have completed 2 of 4 sections Show all Sections

Section 3 Support Information Security with Organizational Policies and Programs

[
25 An incident response plan exists and is ready to be activated in the event of a suspected or confirmed security ® Place with CCW NotinPlace  NotApplicable
incident. The plan includes, but is not limited to:
* Roles, responsibilities, and communication and contact strategies in the event of a suspected or confirmed
security incident, including notification of payment brands and acquirers, at a minimum.
« Incident response procedures with specific containment and mitigation activities for different types of
incidents.
* Business recovery and continuity procedures.
« Data backup processes.
* Analysis of legal requirements for reporting compromises.
« Coverage and responses of all critical system components.
« Reference or inclusion of incident response procedures from the payment brands.
2 Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security In Place In Place with CCW NotinPlace  NotApplicable
of account data is maintained, including a description for each of the services provided.
3. Written asreements with TPSPs are maintained as follows: A InDlara In Dlara with COW NatinDiara  Nat Annlicahla

45 Click "In Place"

15 Anincident response plan exists and is ready to be activated in the event of a suspected or confirmed security ® In Place with CCW NotinPlace  NotApplicable

incident. The plan includes, but is not limited to:

Roles, responsibilities, and communication and contact strategies in the event of a suspected or confirmed
security incident, including notification of payment brands and acquirers, at a minimum.

Incident response procedures with specific containment and mitigation activities for different types of
incidents.

Business recovery and continuity procedures.

Data backup processes.

Analysis of legal requirements for reporting compromises.

Coverage and responses of all critical system components.

Reference or inclusion of incident response procedures from the payment brands.

2% Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security (& Place with CCW NotinPlace  NotApplicable
of account data is maintained, including a description for each of the services provided.
3% Written agreements with TPSPs are maintained as follows: ® In Place In Place with CCW NotinPlace. NotApplicable
« Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.
» Written agreements include acknowledgments from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.
4, An i processiis i for engaging TPSPs, including proper due diligence prior to engagement. ® In Place In Place with CCW NotinPlace  NotApplicable
5. A program is implemented to monitor TPSPs’” PCI DSS compliance status at least once every 12 months. ® In Place In Place with CCW NotinPlace  NotApplicable
6. Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by () In Place In Place with CCW NotinPlace  NotApplicable

the entitv. and anv that are shared between the TPSP and the entitv.

Made with Scribe - https://scribe.com




46

6.

Click "In Place"

Anincident response plan exists and is ready to be activated in the event of a suspected or confirmed security ®
incident. The plan includes, but is not limited to:

Roles, responsibilities, and communication and contact strategies in the event of a suspected or confirmed
security incident, including notification of payment brands and acquirers, at a minimum.

Incident response procedures with specific containment and mitigation activities for different types of
incidents.

« Business recovery and continuity procedures.

Data backup processes.

Analysis of legal requirements for reporting compromises.

Coverage and responses of all critical system components.

« Reference or inclusion of incident response procedures from the payment brands.

Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security
of account data is maintained, including a description for each of the services provided.
Written agreements with TPSPs are maintained as follows: ®

« Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written ag| include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

An established process is implemented for engaging TPSPs, including proper due diligence prior to engagement. (&

A program is implemented to monitor TPSPs’” PCI DSS compliance status at least once every 12 months. ®

Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managedby &
the entitv, and anv that are shared between the TPSP and the entity.
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6.

Click "In Place"

* ROLES, [ESPONSIDILLIES, ANU COMTIUNICALION AU CONLACL SUALERIES 111 UIE EVENLOI 4 SUSPECLEd 01 Coninmey
security incident, including notification of payment brands and acquirers, at a minimum.

Incident response procedures with specific containment and mitigation activities for different types of
incidents.

« Business recovery and continuity procedures.

Data backup processes.

Analysis of legal requirements for reporting compromises.

Coverage and responses of all critical system components.

Reference or inclusion of incident response procedures from the payment brands.

Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security ()
of account data is maintained, including a description for each of the services provided.

Written agreements with TPSPs are maintained as follows: ®

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written agi include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

An i processis i for engaging TPSPs, including proper due diligence prior to engagement. (&
A program is implemented to monitor TPSPs’ PCI DSS compliance status at least once every 12 months. ® In Place
Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managedby (& In Place

the entity, and any that are shared between the TPSP and the entity.

Click "In Place"

ROLES, [ESPONSIDINUES, AN1U COMIMUNICAUON aNU COTECLSUALERIES 1 UIE EVENLOI d SUSPECLEd OF Connnmey
security incident, including notification of payment brands and acquirers, at a minimum.

Incident response procedures with specific containment and mitigation activities for different types of
incidents.

» Business recovery and continuity procedures.

Data backup processes.

Analysis of legal requirements for reporting compromises.

Coverage and responses of all critical system components.

Reference or inclusion of incident response procedures from the payment brands.

Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security (&
of account data is maintained, including a description for each of the services provided.

Written agreements with TPSPs are maintained as follows: ®

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

include acl

Written ag| from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

An i processis i for engaging TPSPs, including proper due diligence prior to engagement. ()

A program is implemented to monitor TPSPs’ PCI DSS compliance status at least once every 12 months. ®

Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managedby (& In Place

the entity, and any that are shared between the TPSP and the entity.
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49 Click "In Place"

. roes, 1 Ies, anu ¢ 1011 anu contact 1N UlE eVENLOI a@ SUSPecLed o1 Conmnmied

security incident, including notification of payment brands and acquirers, at a minimum.

Incident response procedures with specific containment and mitigation activities for different types of
incidents.

Business recovery and continuity procedures.

Data backup processes.

Analysis of legal requil for reporting comp

Coverage and responses of all critical system components.

Reference or inclusion of incident response procedures from the payment brands.

2% Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security (&)

of account data is maintained, including a description for each of the services provided.

3. Written agreements with TPSPs are maintained as follows:

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written ag| include acl from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

4. An i processis i for engaging TPSPs, including proper due diligence prior to engagement.
5. A program is implemented to monitor TPSPs’” PCI DSS compliance status at least once every 12 months.
6. Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by

the entity, and any that are shared between the TPSP and the entity.

Made with Scribe - https://scribe.com

(0]

In Place with CCW

In Place with CCW

In Place with CCW

In Place with CCW

Place with CCW

Notin Place

Notin Place

Notin Place

Notin Place

Notin Place

Not Applicable

Not Applicable

Not Applicable
Not Applicable

Not Applicable

ontinue

32



50 Click "Continue"

* ROLES, [ESPONSIDILLIES, ANU COMTIUNICALION AU CONLACL SUALERIES 111 UIE EVENLOI 4 SUSPECLEd 01 Coninmey
security incident, including notification of payment brands and acquirers, at a minimum.

Incident response procedures with specific containment and mitigation activities for different types of
incidents.

« Business recovery and continuity procedures.

Data backup processes.

Analysis of legal requirements for reporting compromises.

Coverage and responses of all critical system components.

Reference or inclusion of incident response procedures from the payment brands.

2. Alist of all third-party service providers (TPSPs) with which account data is shared or that could affect the security (&
of account data is maintained, including a description for each of the services provided.

In Place with CCW NotinPlace.  NotApplicable

3. Written agreements with TPSPs are maintained as follows: ® In Place with CCW NotinPlace  NotApplicable

Written agreements are maintained with all TPSPs with which account data is shared or that could affect the
security of the CDE.

Written agreements include acknowledgments from TPSPs that they are responsible for the security of
account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity's CDE.

4. An i processis i for engaging TPSPs, including proper due diligence prior to engagement. ®

6. Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managedby (9

In Place with CCW NotinPlace NotApplicable

In Place with CCW NotinPlace NotApplicable

5. A program is implemented to monitor TPSPs’ PCI DSS compliance status at least once every 12 months. ® In Place with CCW NotinPlace  NotApplicable

the entity, and any that are shared between the TPSP and the entity.

51 Click "Continue"

Home My Account  Contact Us D cHAT Welcome Heather Maughan - 5436845557672010 Logout English US
.
(global payl I Ients Summary  Questionnaire Documents Users Resources
(@ Merchant Information (@ Questionnaire Selection @) Questionnaire
Questionnaire A ==
You have successfully completed your questionnaire. Please proceed to "Review and Sign" by clicking on the continue button.
SECTION 1 Pass SECTION 2 Pass SECTION 3 Pass
Protect Stored Account Data Restrict Physical Access to Cardholder Data Support Information Security with
> > Organizational Policies and Programs >
2 Questions 6 Questions 6 Questions
SECTION 4
Progress Report and Charts >
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Review and Sign

52 Click "Merchant Name"

Part 2C Eligibility to Complete

Confirm your eligibility to take questionnaire

1. You certify that you have no direct control over the manner in which cardholder data is captured, processed, transmitted or stored.
2. You certify that all payment acceptance and processing are entirely outsourced to PCI DSS validated third-party providers.

3. You retain only paper reports or receipts with cardholder data, and these documents are not received electronically.

Part 3A Confirmation of Compliance
PCI DSS Self-Assessment Questionnaire A, Version 4.0.1 was completed according to the instructions therein.
All information within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in all material respects.
| have confirmed with my payment application vendor that my payment system does not store sensitive authentication data after authorization.

I have read the PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to my environment, at all times. If my environment changes, | recognize | must reassess my environment and
implement any additional PCI DSS requirements that apply.

No evidence of full track data, CAV2, CVC2, CID, or CVV2 data, or PIN data storage after transaction authorization was found on ANY system reviewed during this assessment.

Part 3B PCI DSS Validation |compliant
Based on the results noted in the Questionnaire A dated 10/14/2026

Please provide your e-signat

Last 4 Digits of Your Tax ID or Social

Merchant Executive Of Title *

VALUED MERCHANT SERVICE- 10 026

53 Type the Owner's Name
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54 Click "Title"

Confirm your eligibility to take questionnaire

1. You certify that you have no direct control over the manner in which cardholder data is captured, processed, transmitted or stored.
2. You certify that all payment acceptance and processing are entirely outsourced to PCI DSS validated third-party providers.

3. You retain only paper reports or receipts with cardholder data, and these documents are not received electronically.

Part 3A Confirmation of Compliance
PCI DSS Self-Assessment Questionnaire A, Version 4.0.1 was completed according to the instructions therein.
Allinformation within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in all material respects.
| have confirmed with my payment application vendor that my payment system does not store sensitive authentication data after authorization.

| have read the PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to my environment, at all times. If my environment changes, | recognize | must reassess my environm
implement any additional PCI DSS requirements that apply.

No evidence of full track data, CAV2, CVC2, CID, or CVV2 data, or PIN data storage after transaction authorization was found on ANY system reviewed during this assessment.

Part 3B PCI DSS Validation | compliant
Based on the results noted in the Questionnaire A dated 10/14/2026

Please provide your e-signature.

MERCHANT JTIVE OF
Heather Maughan

Ti Last 4 Digits of Your Tax ID or Social Security

VALUED MERCHANT SERVICE- 10/14/2026

55 Type the Owner's Title
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56 Click "Submit"

1ly paper reports or receipts with cardholder data, and these documents are not received electronically.

irmation of Compliance

-Assessment Questionnaire A, Version 4.0.1 was completed according to the instructions therein.

on within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in all material respects.
med with my payment application vendor that my payment system does not store sensitive authentication data after authorization.

he PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to my environment, at all times. If my environment changes, | recognize | must reassess my environment and
any additional PCI DSS requirements that apply.

+of full track data, CAV2, CVC2, CID, or CVV2 data, or PIN data storage after transaction authorization was found on ANY system reviewed during this assessment.

)SS Validation | compliant |

sults noted in the Questionnaire A dated 10/14/2026

‘our e-signature.

TIVE OFFICER NAME * TITLE *

han Director ofl()perations Last 4 Digits of Your Tax ID or Social Security

T SERVICE- 10/14/2026
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